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Abstract

Program analysis aims to infer program behavior from formal semantics. It is a core
technique for software verification, compiler optimization, and security analysis, where
it is used to establish memory safety guarantees, infer numerical invariants, and detect
unsafe information flows. A central challenge is the precision-scalability trade-off: coarse
abstractions scale but generate many false alarms, while highly precise methods often
struggle on large codebases. This thesis develops sound and automated static analyses in
the context of abstract interpretation, to achieve sufficient precision for formal verification
while maintaining scalability on practical verification tasks.

The thesis presents three contributions. First, for memory safety verification, which
requires inferring invariants to prove the validity of spatial memory accesses (i.e., that
accessed buffer offsets remain within the bounds of their allocated buffer), we build a
new abstract domain for reasoning about object invariants, where memory objects sharing
common properties are abstracted relationally (i.e., summarized into a single abstract
representation). However, such summarization causes precision loss when the properties
of the summarized objects are temporarily violated during updates. To mitigate this,
we introduce a new memory abstraction that separates recently manipulated objects from
unchanged objects (i.e., summary objects). The new domain follows this abstraction and is
designed as a reduced product of subdomains to capture properties of objects and scalars
modularly for scalability, and incorporates a reduction process to exchange information
between subdomains for precision. Second, we propose a new numerical domain, Template
Difference-Bounded Matrices (tDBM), to capture a useful subset of Two Variable Per
Inequality (TVPI) constraints needed for bounds checking. By extending the matrix with
additional dimensions via ghost variables that represent variables with scaled coefficients,
tDBM provides a practical middle ground between lightweight weakly relational domains
and expensive fully relational domains. Third, for information-flow security, we present a
field-sensitive taint analysis that combines data-structure analysis and data-flow analysis,
and further integrates abstract-interpretation-based value reasoning to prune infeasible
flows and reduce false positives. To improve precision in heap reasoning, we also introduce
a refined variant of data-structure analysis that better preserves field sensitivity while
retaining scalability.

Overall, this thesis demonstrates that carefully designed abstract domains and their
combinations can deliver analyses that remain sound, practical, and effective on real-world
programs for memory safety and information-flow security tasks.
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Chapter 1

Introduction

Software appears everywhere in our lives, powering everything from mobile applications
to the complex systems that run power grids, airplanes, and cloud infrastructure. As
we depend increasingly on these systems, their reliability is crucial. While the nature of
software has evolved over the decades, the fundamental need for reliability has remained
unchanged. A single failure can lead to financial damage amounting to billions of dollars
and, in some cases, can put human lives at risk. Remarkable examples include the 1988
Morris Worm, which caused the first major Internet outage, where a buffer overflow in the
Unix fingerd program allowed a self-replicating worm to infect thousands of computers
and cause millions of dollars in damage [39]; the 1996 Ariane 5 Flight 501 launch failure,
where a floating-point conversion error caused the rocket to explode shortly after liftoff [72];
and the 2021 Meta data exposure, which involved 533 million users and was caused by the
exploitation of an insecure contact-importing feature [74, 57]. From a safety perspective,
detecting and preventing software failures is essential for the reliability of industrial systems
and the security of end users.

1.1 Key Strategies for Improving Software Reliability

In response to these risks, checking whether a software implementation (i.e., a program)
satisfies its specification has long been a central goal, ranging from lightweight methods
such as software testing to rigorous methods such as formal verification. Software test-
ing validates program behavior by executing a program on a set of inputs and comparing
the outputs against expected results. Unit testing is one of the most common forms,



as it focuses on isolated components for functional validation. However, it requires sub-
stantial human effort to generate test inputs manually and to write test oracles. More
automated testing techniques, such as fuzzing tools AFL++ [12] and LiBFUZZER [73],
mitigate this burden by generating inputs randomly. Property-based testing, pioneered by
QUICKCHECK [18], further extends this approach by specifying preconditions and post-
conditions in test harnesses and leveraging fuzzers for automated testing. While testing
with finite inputs can show the presence of bugs, as Edsger Dijkstra noted [30], it cannot
demonstrate their absence. This means that even if a program passes all tests, testing
still cannot guarantee that the program exactly satisfies its specification, that is, that the
program is correct.

In contrast, formal verification proves or disproves the correctness of software with
respect to its specification. It leverages formal methods, that is, mathematical techniques,
to establish formally that a program satisfies its specification. Existing methods can be
categorized as follows:

e Deductive methods aim to prove the functional correctness of a program given
a formal specification written in a domain-specific language. By translating anno-
tated programs into verification conditions (proof obligations), they use automated
theorem provers such as Z3 [33] or interactive proof assistants such as Rocq [10].
Modern tools such as DAFNY [71], VERUS [09], and FRAMA-C [31] have made this
approach more practical and more suitable for industrial use. However, such ver-
ification remains challenging for non-experts because it often requires expertise in
providing auxiliary lemmas or proof guidance, even with the use of large language

models (LLMs) for invariant synthesis [109] or agentic proof [102] to reduce this
burden.
e Model checking [21, 20] is an automated verification technique that aims to deter-

mine whether specified properties hold for a program represented as a formal state
model. If a property is violated, a model checker returns a counterexample showing
how the violation occurs from an initial state to an error state. After decades of re-
search and development, advanced tools for Bounded Model Checking (BMC), such
as CBMC [22] and SEABMC [39], have been widely used for software verification
in C [17, 91] and Rust [107, 103]. Because model checking exhaustively explores the
state space of the system, its main challenge is the state explosion problem, where
the number of states grows exponentially with the size of the system. Therefore,
termination on large systems may not be guaranteed.

e Formal static analysis is an automated technique that leverages mathematical



abstractions to prove that specific properties hold across all possible program execu-
tions. By analyzing code without executing it, the analysis over-approximates exact
program behavior to guarantee that no bugs are missed, that is, there are no false
negatives. However, the abstraction may report that a program is unsafe even when it
is actually safe, that is, it may produce false positives. The choice of abstraction level
determines the precision and scalability of the analysis. An abstract interpretation
based analyzer such as ASTREE [l 1] achieves scalable analysis of large code bases,
including Airbus flight control software, and can prove the absence of runtime errors
with very few false alarms [34]. Similarly, symbolic execution provides a more precise
analysis by automatically exploring program paths using symbolic inputs. Tools such
as KLEE [12] and DART [18] have been widely used for systematic bug finding and
test generation. However, while such precise analyses can be effective, they may also
encounter state explosion due to exhaustive path exploration and therefore may fail
to terminate.

In this thesis, we focus on abstract interpretation as a foundation for developing sound
and automated formal methods for static analysis. Abstract interpretation [25] is a theory
of sound approximation of program semantics. It provides a framework for developing static
analyses that infer program properties, such as variable bounds, that are guaranteed to
hold at specific program points across all possible executions, by mapping concrete program
semantics to a simpler abstract model, namely an abstract domain. With abstract domains
and a specialized operator, widening, the theory ensures termination by forcing fixedpoint
computation to converge in finite time. In Chapter 2, we illustrate the concept of abstract
interpretation with formal definitions and examples.

Abstract interpretation allows us to derive different levels of abstraction. A simple
example is reasoning about the values of program variables: an analysis may either track
value ranges independently (non-relationally) or express relations between variables (rela-
tionally). This flexibility allows abstractions to be tailored to specific verification require-
ments. However, different levels of abstraction introduce an inherent trade-off. With a
coarser abstraction, a static analyzer may analyze a program efficiently but generate more
false positives, that is, be less precise. With a more precise abstraction, the analysis may
become inefficient and fail to scale. In this thesis, we study this trade-off in two important
verification tasks: memory safety and taint tracking.

1.2 Motivation: Scalable Yet Precise Static Analysis



1
2

o [ w

~

10

11

12

13

15

16

void _libssh2_packet_add(unsigned char *data, size_t datalen) {
// datalen: [1, DMAX]
// where DMAX is the maximum packet size. We assume DMAX = 50.
uint32_t len = 0;
unsigned char want_reply = 0;
if (datalen >= 9) {
// datalen: [9, 50]
len = read_u32(data + 5);
// datalen: [9, 50], len: [0, UINT_MAX]
if ((len + 9) < datalen)
// datalen: [9, 50], len: [0, 40]
want_reply = data[len + 9]; // safe access.
// datalen: [9, 50], len: [0, UINT_MAX]
read(data + 9, len); // 00B access when len > 40.

Figure 1.1: An example of a memory safety issue in a C program.

Memory safety is one of the key verification tasks. Microsoft has reported that roughly
70% of vulnerabilities are rooted in memory-safety issues [76]. Consider a real-world C
example!, shown in Fig. 1.1, where an inconsistency involving len allows unconstrained
values to be read from the data buffer, which can further cause an out-of-bounds read. Such
failures are common in C programs, which provide no inherent memory safety guarantees.
Approaches for detecting these vulnerabilities include manual code inspection, memory
sanitizers that track uninitialized memory, and automated verification tools that report
alarms or counterexamples to reproduce bugs. For formal verification, we first focus on:

e Spatial Memory safety. Build a sound static analysis that detects all potential out-
of-bounds accesses, with a formal guarantee that no overflow is missed.

e Analysis expectation. As shown in the comments in Fig. 1.1, the analysis should infer
variable ranges so that it can detect the potential out-of-bounds access in read.

Security vulnerabilities also arise from data dependencies, where untrusted inputs (i.e.,
tainted data) flow into sensitive operations. Such dependency flaws, as seen in the 2017
Equifax data breach [100], remain a critical security threat. In that case, attackers used
malicious HT'TP headers to send code disguised as text, tricking the server into executing

! Accessed from https://github.com/libssh2/1ibssh2/issues/1815.
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char cmd[512];
sprintf(cmd, 'gnuplot %s', gplot->cmdname); // field -> cmd
system(cmd) ; // sink

}

int main(int argc, char **xargv) {
GPLOT gplot;
if (argc < 2) return 1;

gplot.cmdname = argv([1]; // source -> field
gplotMakeOutput (&gplot) ;
return 0;

7}

Figure 1.2: An example of a data leak in a C program.

arbitrary commands. A similar scenario appears in the code example shown in Fig. 1.22,
where user-controlled input is stored in the cmdname field of a GPLOT struct and is later used
in a system call. From a program analysis perspective, this is naturally a dataflow problem
in which we track dependencies from sources to sinks. In this case, we study:

e Taint tracking. Build a sound static analysis that tracks the flow of untrusted data
from sources to sensitive sinks, with a formal guarantee that no potential data leak is
missed.

¢ Analysis expectation. Running the analysis on Fig. 1.2 should track taint propagation
and detect the potential data leak.

These examples highlight the need for sound static analysis. Our goal is to design
practical analyses based on abstract interpretation for memory safety and taint tracking
while remaining scalable to large code bases. Thus, the final goal is:

e Scalable yet precise analysis. Design an abstract interpretation based analysis that
strikes a balance between scalability and precision, enabling efficient analysis while re-
ducing false positives.

2Publicly available at https://github.com/DanBloomberg/leptonica/issues/303.
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e Analysis expectation. Achieve reasonable running time with a low false positive rate.

1.3 Contributions of the thesis
This thesis makes the following contributions:

e In Chapter 3, we introduce a new memory model that organizes memory objects
into banks, each with a single slot most-recently-used (MRU) cache. This cache acts
as a temporary buffer: when an object is pulled from a bank for modification, it
is stored in the cache and then written back when the operations complete. This
architecture enables a new abstraction: all objects within a bank are abstracted
as a single summary object, while the cache retains a precise view of the MRU
object. This abstraction improves precision by allowing the analysis to model object
invariants on the MRU object concretely during updates, while maintaining summary
object invariants abstractly.

e Building on this abstraction, we introduce a new abstract domain for reasoning about
relational object invariants to support memory safety checks. The hierarchy of this
domain follows the memory model, so it decomposes into subdomains that reason in-
dependently about object invariants in each memory bank. The analyzer can perform
targeted manipulations on relevant subdomain elements while leaving the remaining
elements unchanged, thereby improving scalability.

e In Chapter 4, we examine the use of Two Variable Per Inequality (TVPI) constraints,
defined as axxz —bxy < ¢, to express memory safety properties. This form is well-
suited for modeling array accesses; for example, 4 xx —y < —4 ensures that an access
at index x remains within the bounds of an integer array of size y. However, since full
TVPI expressiveness is unnecessary for this goal, we leverage the Difference Bound
Matrix (DBM) used in the Octagons domain. By extending the matrix dimensions
with ghost variables (e.g., representing the scaled term 4% x as a variable 4x), we can
efficiently encode memory safety properties without the overhead of general linear
constraints.

e Following this idea, we introduce a Template DBM numerical domain for expressing a
subset of TVPI constraints, which is more efficient than general TVPI or Polyhedra
domains, while still being precise for memory safety checks.



e In Chapter 5, we present a taint analysis that maps how instructions access specific
object fields. Our approach achieves field sensitivity by leveraging Data Structure
Analysis (DSA) to infer which memory locations each instruction accesses, allowing
our subsequent Data Flow Analysis (DFA) to track data propagation across memory
locations. Because DSA is flow-insensitive and array-insensitive, it often loses field
sensitivity when programs use C structs with flexible array members or pointers that
may target multiple memory locations; this, in turn, makes DFA-based taint tracking
imprecise. To mitigate this issue, we introduce a new DSA variant that improves field-
sensitivity precision while maintaining the same level of scalability as the original
analysis. Furthermore, we integrate DFA with an abstract interpretation based value
analysis to further refine taint tracking, allowing the analysis to prune unreachable
paths and reduce false positives.

1.4 Overview of the thesis

The remainder of this thesis is organized as follows. In Chapter 2, we introduce the founda-
tions of abstract interpretation, including the mathematical preliminaries, core definitions,
and examples used throughout the thesis. In Chapter 3, we present a new abstract do-
main for reasoning about relational object invariants based on a memory abstraction, and
we evaluate its scalability and precision for memory-safety analysis. In Chapter 4, we
introduce Template DBM, a new weakly relational numerical domain that captures a use-
ful subset of TVPI constraints for memory-safety verification while remaining efficient in
practice. In Chapter 5, we present a taint analysis that follows explicit data dependencies
and develops a field-sensitive approach based on data-structure and data-flow analyses.
Finally, Chapter 6 concludes the thesis and discusses directions for future work.



Chapter 2

Static Analysis by Abstract
Interpretation

In this chapter, we introduce the foundations needed for the rest of the thesis. We begin
in Section 2.1 with notation and basic mathematical concepts, including sets, relations,
partial orders, lattices, and fixpoints. We then formalize a simple imperative language
and its concrete semantics in Section 2.2, and use this formalization to motivate abstract
interpretation. Then, in Section 2.3, we give abstract numerical semantics through interval
abstraction (Section 2.3.1), together with soundness and termination arguments based on
Galois connections and widening. Finally, we discuss how combining abstractions can
improve precision in Section 2.3.2 and summarize precision-efficiency trade-offs among
common numerical domains in Section 2.3.3.

2.1 Notation and Basic Definitions

We begin with the mathematical primitives needed to present the abstract interpretation
framework. The definitions in this section provide the mathematical prerequisites for the
remainder of the thesis.

A set X is a collection of elements. If an element x belongs to X, we write x € X;
otherwise, we write x ¢ X. The number of elements in X (its cardinality) is denoted by
|X|. An empty set has no elements, i.e., | X| = 0. A set is a singleton if it contains exactly
one element. A set can be defined either by explicitly listing its elements, e.g., {z,y,...},
or by a predicate, e.g., {z | P(x)}. A set X is a subset of Y, denoted by X C Y, if and



Example 2.1.1 (A variable set example).

Let V = {x,y, 2z} be a finite set of variables. Variables x and y belong to V', while w
does not. The set has |V| = 3 elements. The set {z,z} is a subset of V, and P(V)
contains all possible subsets, including 0, {z}, {y}, {2}, {z,y}, {z, 2}, {y,z}, and
{z,y,z}. The union {z,y} U {y, z} yields {x,y, 2}, while {z,2} N {y} = 0. Also,
Uxepon X =V and Nyepp X = 0.

Example 2.1.2 (Integer set examples).

For integer values, we use Z to denote the set of integers. Natural numbers are denoted
by N, with N C Z. We denote the sets of positive and negative numbers by N* and
N7, respectively.

only if Vo € X. z € Y. The powerset of X is defined as P(X) = {Y | Y € X}. The empty
set is a subset of every set, i.e., ) C X.

Sets support standard operations. Union combines elements from sets, while intersec-
tion keeps only common elements. We write these as X UY and X NY, or, for a family of
sets M, as Jyey X and [y X Set difference removes from one set the elements that
appear in another and is defined as X \Y = {z |z € X Az ¢ Y}.

def

Multiple sets such as X, Y, and Z can be combined through ordered tuples: X XY xZ =
{(z,y,2) |z € X Ny € Y ANz € Z}. This operation is called the Cartesian product of X,
Y, and Z.

We define a binary relation R over a set X as a set of ordered pairs z Ry where x,y € X.
Thus, R C X x X. The following properties are standard:

1. Reflexive: Vz € X, we have zRx.
2. Antisymmetric: Vz,y € X, if xRy and yRx, then z = y.
3. Transitive: Vx,y,z € X, if xRy and yRz, then xRz.

4. Symmetric: Vz,y € X, zRy if and only if yRx.

We say that R is an equivalence relation if it is reflexive, transitive, and symmetric. We
say that R is a partial order if it is reflexive, transitive, and antisymmetric.



Example 2.1.3 (Equivalence relation example).

Let V = {x,y,z} and a valuation map satisfy o(z) = 6, o(y) = 9, and
o(z) = 6. The equivalence relation induced by this valuation is B, C V x V =
{(z,2),(y,v), (2, 2), (z,2)}. Note that (z,z) < (z,z).

Figure 2.1: The Hasse diagrams for (a) (P({z,y,2}),C), and (b) (NU {400}, <).

As discussed above, a set X has a powerset P(X). Elements of the powerset are related
by subset inclusion, which is a binary relation between sets. Specifically: (1) reflexive:
X C X; (2) antisymmetric: if X,Y € P(X) with Y € X and X C Y, then Y = Xj
and (3) transitive: if Y C Z and Z C X, then Y C X. Therefore, P(X) with C forms a
partially ordered set. We define a partially ordered set (or poset) formally as follows:

Definition 2.1.1 (Poset). Given a set D and a binary relation T, a partially ordered set
(poset) is an ordered pair (D, C), where T meets Reflexive, Antisymmetric, and Transitive.

The pair (P(X), C) is one example of a poset. A poset can be visualized using a Hasse
diagram, where lower nodes represent smaller elements and upper nodes represent larger
elements.

A poset (D,C) is a lattice (D,Z,,M) when it is equipped with join LI and meet M,
and for all z,y € D, both x Uy and x My belong to D. The join operation LI computes the

least upper bound of x and y, denoted by z Uy (equivalently LI{z,y}). The meet operation
M computes the greatest lower bound.

10



Example 2.1.4 (Complete lattice examples).

A finite variable set V = {x,y, z} has powerset P(V), which forms a complete lattice
under set inclusion C. The join operator is set union U, and the meet operator is set
intersection N. The least element is (), and the greatest element is V. The corresponding
Hasse diagram is shown in Fig. 2.1a.

Another complete lattice is (NU {400}, <, max, min, 0, +00), shown in Fig. 2.1b. This
poset extends the natural numbers N with a greatest element +o0o and least element
0, ordered by <.

A lattice is a complete lattice (D, C, L, T, M) if: (1) for every subset X € P(D), the
least upper bound UX exists in D; and (2) there exist a greatest element T (supremum)
and a least element L (infimum).

A poset can serve as a domain whose elements represent pieces of information, while
the order relation captures refinement: d; C dy means that ds is at least as informative
(precise) as d;. A function that maps domain elements to domain elements is called a
transformer; it models how information evolves through computation. Static program
analysis follows this view: domain elements represent properties at program points, and
transformers compute successive approximations of these properties. Formally, given a
poset (D, C), a transformer is a function F': D — D. Repeated application is written as
F" = FoFo---oF. The transformer is required to be monotone: for all d,d" € D, if

n times
dC d, then F(d) C F(d).

The computation aims to reach a stable result where applying F' no longer changes the
current element. Given a sequence dy, dy, ... with d; € D for all i > 0 and dy1 = F(dy), we
seek an index k such that dj,; = di. Such an element is a fixpoint. In program analysis, a
fixpoint represents an invariant that is stable under the transformer. Because a monotone
function may have multiple fixpoints, the least fixpoint, denoted Ifp F', is the smallest one
under C and represents the most precise information justified by F'.

However, for an arbitrary poset and function, existence and computability of the least
fixpoint are not automatic. Two classical results provide these guarantees. Tarski’s Fix-
point Theorem (Theorem 2.1.1) states that a monotone function on a complete lattice has
a least fixpoint, but it is non-constructive. Kleene’s Fixpoint Theorem (Theorem 2.1.2)
provides a constructive characterization by iterating F' from the least element 1.

Theorem 2.1.1 (Tarski Fixpoint Theorem [1041]). Let (D,C, L, T,U,M) be a complete
lattice and let F' : D — D be monotone. Then the set of fixpoints of F is a non-empty

11



Example 2.1.5 (Transformer example and its fixpoints).
Consider a complete lattice (P(N), C, 0, N, U, N) and a continuous function F' : P(N) —
P(N) defined by:

F(X)={0ju{n+1|neX}
Starting from the least element of the lattice, we obtain an ascending chain: F(X) =
X, F(X)) = X, and so on, where Xy = 0, X; = {0}, and X, = {0,1}, with
Xo C X; C X, C ---. By induction, the n-th iterate is F™*(0)) = X,, = {0,1,...,n—1}.
According to Theorem 2.1.2; the least fixpoint is:

fp F =) X,={0,1,2,..} =N

n>0

Since Ifp F' = N (the top element of the lattice), N is the unique fixpoint for F'.

complete lattice (under C). In particular, there exists a least fizpoint Ifp F following:

fp F=[ {z€D|F(z) Ca}.

Theorem 2.1.2 (Kleene Fixed-Point Theorem [65]). Let (D, C, U, L) be a chain-complete
poset, which is a poset with a least element L where every chain C C D = {d € D |
Ve,y € C: (x Cy)V(y C x)} has a least upper bound | |C € D. Let F : D — D be a
Scott-continuous function (monotone and F(| |C) = | |{F(d) | d € C} for every ascending

chain C'). Then the least fixpoint of F' exists and is given by:

Ifp FF=| | F'(L).
€N

2.2 Programs and Semantics

In this chapter, we assume that the input program for analysis is written in a simple
imperative language with no side effects, no functions, and only atomic statements. Its
syntax is shown in Fig. 2.2. Any program in this language contains only integer variables,
whose values range over Z, and uses a fixed finite set of variables V.

12



P>pg i=s" Program)
Sos u=s; s | i=a Sequencing & Int Arithmetic)
if(b) then { s } else { s } | while(b) { s } Control Flow)

Asa z=ceConst | i€V | nd(ci,c2) | aopy, a Int Expressions)

B>0b i=aop,,,a | —b | b OPpgic O Boolean Expressions)
0P =+ | — | * Int Operators)
Py = < |<=[>]>=|==|!= Boolean Operators)

N N N SN N N S

OPigic =N | V Logical Operators)

Figure 2.2: The syntax of an imperative language.

Example 2.2.1 (A toy program).

A small program is shown in Fig. 2.3a. The program initializes x to 0 and nondeter-
ministically assigns c to either 0 or 1. The while loop repeatedly increments x by either
2 or 4 and toggles c each time until x exceeds 7. After the loop, x is expected to be
either 8 or 10. The corresponding control-flow graph (CFG) is shown in Fig. 2.3b.

A program pg consists of a sequence of statements. Each statement is either an assign-
ment, a sequential composition, a conditional statement of the form if-then-else, or a while
loop. An assignment statement assigns to an integer variable ¢ the value of an expression
a. Such an expression may be a constant ¢, another integer variable, a nondeterministic
number generator nd with given lower and upper bounds, or an arithmetic expression built
using an operator op,,,. A Boolean condition b may compare two integer expressions using
a comparison operator op,,,, combine conditions using logical operators op,,;., or negate
a condition.

An execution of a program is modeled as a sequence of program states. Intuitively, a
state captures the runtime information available at a given point during execution. The se-
mantics of a single computation step is given by a state transition relation, which describes
how execution may proceed from one state to another.

To formalize program behavior, we define a state as an environment map from variables
to integers. Formally, o € State : V — Z. Updating a state by assigning a value val € Z
to a variable ¢ is written as o[i — wal]. For Boolean expressions, we do not introduce
additional variables to store truth values; instead, we evaluate them directly as predicates
over the program state. Before execution, we assume an initial state in which all variables

13



Lx =05 entry

> ¢ = nd(0, 1);
3 while (x < 7) {

2
3

. 1f (c . 0) { Ej
5 X =X + 2; L2: ¢ = nd(0, 1)

6 c =1;

7 } else { : false : it j
8 X =x + 4;

9 c = 0;

10}

11}

12 // x is even after the loop

(a) (b)
Figure 2.3: (a) A toy program, and (b) its CFG.

Example 2.2.2 (Program state).

Following Example 2.2.1, once the variables are initialized on line 2.3a:2, the pro-
gram state og is [z — 0,c¢ +— 0]. Alternatively, depending on the non-deterministic
assignment, o could also be [z — 0,c¢ — 1].

are undefined.

A single step of execution is modeled by a state transformer, that is, a function [-] :
S x State — State that takes a statement s and an input state o, and returns the resulting
output state. Before defining this transformer, we first specify how integer and Boolean
expressions are evaluated.

For an integer expression a, evaluation is defined by a function [-J, : A x State — Z
that takes a state and returns an integer. Formally,

o
[}
-

[c]a(o
[ila(o
[nd(c1, c2)]al(o
[a1 opsy 2] a(0) =

o
1)
-

()

ce{r|ag<zr<e}

= [aila(0) 0y [a2] a0)

Constants evaluate to themselves. Variables are evaluated by looking them up in the
state. Compound arithmetic expressions are evaluated recursively by first evaluating their
subexpressions and then applying the corresponding operator.

ef

e

~— — '
=9
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For each condition b, evaluation checks whether the given state satisfies that condition.
A function [-]g : B x State — {true, false} evaluates Boolean expressions. Formally,

[[0’1 opcmp 0’2]]8(0) = [[al]]A( ) Opcmp IIG’Q]]A<O.)
[~0]g(0) = ~([0]g(0))
[61 0Piugic balg(0) = [ba]lg(9) OPyegic [B2]s(0)

For integer comparisons, the operands are evaluated and the comparison is then checked.
For negation, the inner condition is evaluated first and then negated. For compound
conditions, the subconditions are evaluated and their Boolean results are combined using
the corresponding logical operator.

The state transition for each statement is defined as follows:

[i = a](0) = ofi [[a]]A( )]
[s1; s2](0) = [s2]( [[51]]

R e

[while(b){s}](0) = {EWh”e(b){S}]]([[SH(U)) i %Z%:EZ; Z :;Tsee

For atomic statements, which here are only assignments, the transformer evaluates the
arithmetic expression a, obtains an integer value, and updates the state o by mapping the
variable ¢ to that result. For compound statements, evaluation is defined recursively. A
sequential statement is evaluated as a composition: first S;, then S;. For a conditional
statement, the transition depends on whether the current state satisfies b. If it does, then
S; in the then branch is evaluated; otherwise, S; in the else branch is evaluated. For a
while loop, the body statement s is repeatedly evaluated until the condition becomes false,
and the final state is the one for which the condition no longer holds.

While state transitions describe how a program behaves in a single execution, they
do not capture overall behavior of the program. Conditionals and loops create multiple
execution paths, especially when the program interacts with external environments such
as user input or file contents. To reason soundly about all possible behaviors, we lift
individual state transitions to operate on sets of states. This leads to the reachability
semantics, which captures all possible states reachable at each program point from a given
set of initial states.
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Example 2.2.3 (Program transition).

Following Example 2.2.1, suppose oy is [x + 0, ¢ — 0] before entering the loop. When
evaluating the loop condition at line 2.3a:3, the transition evaluates the arithmetic
comparison and returns true; therefore, the loop body is executed. Since the body
contains an if-then-else statement, the transformer evaluates the condition at line
2.3a:4, which returns true because ¢ = 0. Execution then moves to line 2.3a:5 and
updates the state through line 2.3a:6, yielding o7 = [z — 2, ¢ +— 1]. Next, we return
to the loop condition and check whether x < 7 still holds for ¢;. Since it does, we
enter the loop again. This time, the condition at line 2.3a:4 evaluates to false because
¢ = 1, so execution moves to line 2.3a:8 and updates the state at line 2.3a:9 to oy =
[z +— 6,c — 0]. This process repeats until the loop condition is no longer satisfied,
resulting in the final state o3 = [z +— 8, ¢+ 1]. In this example, there are two possible
execution paths depending on the initial value of ¢. All execution paths are shown in
Fig. 2.4.

C
? path from (0,0) at L2 ~ ------ path from (0,1) at L2
0,1) (2,1) (6,1) (8,1) exit after L3 false
1 e-__ -® - °
L5506 =<2 L5L6  L5,06 s<Z7 (10,0
*L8’L9 - J‘@’}f., -7 *LS’LQ‘ - ’ exit aftilr L3 false
0,0 4,0 6,0
0,00 9 4 &0 (6,0)0 N 10

Figure 2.4: Concrete execution paths for Fig. 2.3a, with states shown from L2 onward.

During execution, a program may encounter runtime errors, such as division by zero
or access to uninitialized variables. We do not explicitly represent such outcomes as error
states. Instead, we focus on the collecting semantics over normal executions only, and
exclude executions that fault. This keeps the presentation simple. In practical analyzers,
potential errors are still checked, either through explicit assertions (e.g., proving y # 0
before x/y) or through dedicated safety checks, and are reported as warnings or errors.

The reachability semantics of a statement is defined as the set of all possible successor
states produced by applying the transition relation to a given set of input states. Formally,
we define a set transformer [-] : S x P (State) — P(State) that takes a set of states X before
the evaluation of a statement s and returns the set of states after execution. The semantics
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Example 2.2.4 (If-then-else semantics).

Following Example 2.2.1, consider the set of initial states X = {{x +— 0,c+— 0},{z —
0,c+— 1}} before evaluating the conditional at line 2.3a:4. The condition is ¢ = 0.
For the first state o, = {z +— 0,¢ — 0}, the condition evaluates to true, so the
then-branch (lines 5-6) is taken: z := x + 2;¢ := 1, producing {z — 2,¢ — 1}.

For the second state o, = {x — 0,c — 1}, the condition evaluates to false, so the
else-branch (lines 8-9) is taken: x := x + 4; ¢ := 0, producing {z — 4, c — 0}.

Thus, the final reachable states are {{z — 2,c+— 1}, {z — 4,c+— 0}}.

of each statement is defined as follows:

o |oeX, o =[i=ad](o)}

= {
- [s2l ([s1](X))

{0 € X | [b]a(0) = true}
= s

- [

[([0]s(X)) U [se ] ([-0]s(X))
b]g(Ifp F), where F = (\Y. X U [s]([b]g(Y)))

As in the state-transition semantics, the transformer evaluates the corresponding state-
ment for each state in the input set and collects the resulting states into a new set. For
Boolean conditions, we define a filter function [b]g(X) that selects the subset of states in
X satisfying the condition. For a conditional statement, because input states may satisfy
either branch condition, we collect every possible post-state by taking the union of the
states produced by the two branches.

Modeling the effect of a while loop, [while(b){s}](X), is more complex than modeling
linear statements because its semantics must account for all possible numbers of loop
iterations. The transformer must collect every possible post-state produced by the loop,
which conceptually amounts to unrolling the loop and repeatedly evaluating its body an
arbitrary number of times. To formalize this, we define a function F' that takes a set of
states Y reaching the loop head, filters them according to the loop condition, processes the
filtered states through the loop body, and merges the result with the initial states X from
the preceding program point.

F represents one iteration of the loop. Repeated application of F' builds increasingly
larger sets of reachable states, where each application corresponds to one more level of loop
unrolling. Convergence is important because we seek the least fixpoint of F', namely the
smallest set of states that is closed under one more loop iteration.
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Example 2.2.5 (Loop semantics on an infinite loop).
Consider a loop statement s:
1 i=20;

2 while (2 > 1) {i=1;}
3 // dead end

Suppose X = {{i > 0}}. Then Ifp F' = J,-, F"(0) = {{i = 0}, {i = 1}}. Because
the loop condition is always true, no state is reachable after the loop, so [s](X) = 0.

Example 2.2.6 (Loop semantics).

Returning to the running example in Fig. 2.3a, consider the set of possible input states
before entering the loop: X = {{z +— 0,c+— 0},{z — 0,¢ — 1}}. By the definition of
F and Theorem 2.1.2, the Kleene iteration sequence is as follows:

e F()=X

o () =XU{{z—2,c—1},{z—4,c— 0}}

F30)=F*0)U{{z — 6,c— 0}, {z > 6,c— 1}}

FY{O)=F30)U{{z — 8,c— 1},{z — 10,c+— 0}}
o Vi>—5: Fi(0) = F(0).

Ifp F' computes all states reachable at the loop head after all possible iterations. We
then filter this set using the loop exit condition, which yields {{zx — 8,¢— 1},{z —
10,¢+ 0}}.

To compute Ifp F, we start with Y = (), so that F(0) = X, F?(0) = X U [s]([0]g(X)),
and so on. We write F(()) for the result after n — 1 iterations. By Theorem 2.1.2; the
least fixpoint is exactly the limit of the sequence F™(()), namely |J,~, F™(0). Therefore,
the states reachable after the loop are those that do not satisfy the loop condition, which
we compute as [-b]g(U, o F™(0)).

Overall, for a whole program pg := s, we begin with a set of initial states X, € P(State).
The reachability semantics of the program is then computed as [s](Xy), which represents
the transformation of X, into the set of all possible terminal states.

18



2.3 Abstract Numerical Semantics

To compute reachability semantics, we aim to capture the exact behavior of a program.
However, although the semantics defined above is precise, the possibility of non-termination
in programs with loops leads to an infinite state space. Consequently, computing the
exact behavior is in general impossible; indeed, Rice’s theorem [93] states that all non-
trivial semantic properties of programs are undecidable. Instead, we seek an abstract
semantics that is computable and soundly approximates the concrete semantics. Abstract
interpretation provides the formal framework for such an abstraction.

To relate concrete semantics to abstract semantics, we introduce two domains. The
concrete domain, (D, C) with D = P(State), formalizes program reachability semantics as
the powerset of all possible program states. This domain captures the set of states reachable
at each program point. We then introduce an abstract domain (D, CF), modeled as a poset
that captures simplified abstract properties of program states. The connection between
the two domains is established by an abstraction function o, which maps each concrete
element to an abstract one, and a concretization function v, which maps each abstract
element back to a concrete one. This relationship is formalized as a Galois connection
(Definition 2.3.1).

Definition 2.3.1 (Galois Connection). Let two posets (D,C) and (D* C*) correspond
to concrete semantic properties and abstract properties, respectively. A pair of functions

a: D — D! and v : D* — D forms a Galois connection (D, C) = (D*, C%) if and only if:
Vde D,d* e D*: a(d) T d* — d C~(d")

In our setting, given a set of states d € D and an abstract property d* € D! the
relation a(d) Cf d* means that d* is a valid over-approzimation of the set of states. In
other words, d* is no more precise than the ideal abstraction a(d). Conversely, the relation
d C ~(d*) expresses the concretization of an abstract property, ensuring that the set of
states represented by d* includes the concrete states d. Together, these two relations ensure
that the analysis performed in the abstract semantics is sound: no concrete behavior is
lost. Formally, soundness is captured by Vd € D. d C vy(a(d)).

Although establishing a full Galois connection between concrete and abstract semantics
is ideal because it yields the best abstract approximation, many abstract domains do not
satisfy this requirement. The abstract interpretation framework therefore allows a weaker
formulation based only on a concretization function [27]. In this thesis, we follow that
practice. It provides the flexibility needed for our analyses while still ensuring soundness.
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Example 2.3.1 (Concretization and abstraction example).

Let C'={0,1,2,3,4,5} be a set of integers. We define the concrete domain as (P(C), C
), and an abstract domain as (A, C*) for the set A = {L,Even,Odd, T}, with order
relation L Cf Even Cf T and 1 Cf Odd C# T.

The abstraction function a : P(C) — A is defined as follows:

1 if X =0,
Even if X C {0,2,4},
Odd if X C {1,3,5},

T otherwise.

VX € P(C),a(X) =

The corresponding concretization function v : A — P(C) is defined as: (L) =
0,v(Even) = {0,2,4},7(0dd) = {1,3,5},~(T) = C.

For the concrete set X = {3,5}, we have a(X) = Odd. Conversely, v(0dd) = {1, 3,5},
and therefore X C v(a(X)). It is also true that X C v(T) implies a(X) C* T.

Next, we introduce a simple abstract domain, Interval [23], to illustrate how abstraction
and concretization are defined and how an abstract transformer is constructed to compute
abstract properties that soundly approximate the concrete transformer.

2.3.1 Numerical Analysis by Interval Abstraction

An abstract domain, (D* CF L* T¥ ¥ MF), is typically a poset equipped with a least
element L* a greatest element T#, a least-upper-bound operator LI, and a greatest-lower-
bound operator M*. We define an Interval domain, following [23], which is a non-relational
abstract domain that captures the range of possible (integer) values for each variable
independently.

An interval over the extended integers is denoted by:
ITeZT={[l,ul|le NU{-c0},u e NU{+o0},l <u}

An interval abstractly represents a range of integers {n € N | [ < n < u} with lower bound
[ and upper bound u. For example, the interval [0, +oc] represents all natural numbers.
We define a complete lattice for intervals (ZU {1z}, C7, L7, Tz, Uz, Mz), with a separate
L7 as the least element and greatest element Tz = [—00, +00]. The domain operators are
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defined as follows:

[1 Ez]g (d:ﬁ> ll >12Au1 <U2
LU, & [min(ly, l3), max(uy, us)]

I Ny I = [max(ly, ), min(uy, uy)]

For J_I, J_I Ezf, J_IUII:I, and LIHI[:Lz.

We define the abstraction function oz : P(N) — Z and concretization function -z :
Z — P(N) for intervals as follows:

&
-

[mm( ), max(X)]

az(D)
VX € PN\ {0} az(X)
)
)=

o
@
e

o
o]
S

Vz(Llz
vz (I

“II

{cEZ|l<c<u}

Theorem 2.3.1 (Soundness of Interval Abstraction). The interval abstraction is sound

by:
VX € P(N). X Cyz(az(X))

Proof. Let X € P(N). If X = (), then by definition yz(az(X)) = 0, so X C yz(az(X))
holds trivially. Otherwise, X # () = az(X) = [min(X), max(X)]. Take any z € X, it will
be in range of the minimum and maximum of X: min(X) < z < max(X). By definition
of vz,

re€{ceZ| mn(X) < c<max(X)} = vr(az(X)).

Since x was arbitrary, X C ~vz(az(X)) holds. O

The intervals also support arithmetic operators. We define basic arithmetic operations
shown in Fig. 2.2 as follows:

def

L +1 1, =
I —z I, =

I [mm(ll sk Do, [1 % ug, Uy * Lo, g * ug), max(ly * lo, g * ug, uy * lg, up * ug)]

[ll + 12, (51 + UQ]

= [ll — U2, U1 — lﬂ
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Specifically, for arithmetic involving infinities, we define:

Vz € NU {+o0}. z + (+00) = +00
Vy € NU{—o0}. (—00) +y = —00
too ifz>0
VzeN zx(+oo) =40 if z=10
Foo ifz<0

In addition and subtraction, infinity absorbs any finite value. There is no undefined behav-
ior involving infinities in these operations. However, we also define multiplication between
0 and oo, even though it is not standard mathematically because it is an indeterminate
form. For simplicity, we denote I, opgm 15 as the corresponding transfer function. For 17,
we define L7 op’ , I = L7 for any I.

Building on the abstraction of integers into intervals, we define an abstract element
(or abstract state) of the Interval domain as a mapping from variables to intervals, i.e.,
d* € D' = (V — Z) U L*. The Interval domain is a complete lattice with explicit bottom
element L* and top element T# = {v + Tz | v € V}. The domain operations are defined
as follows:

def

PSS Yo e V. d(v) T di(v)
4 LUE 2 w.dh (v) Lig di(v)
df il ho.dh (v) Nz &5 (v)

For 1*f and any abstract element df, 1% CF df, LFLF df = df, and LFMF df = LB

The concretization function v : D¥ — P(State) and abstraction function « : P(State) —
DF are defined as follows:

Q
—~
=
[k
I_
E=S

e

I
>

VX € P(State) \ {0}. a(X v.az({o(v) | o € X})

ef

-2

—~

l_

E=3
~— ~— ~— —
g 1
—~ =

Vdt € DF\ {LF}. ~(df o € State | Vv € V. o(v) € v7(d*(v))}

We have already defined the concrete transformer over program states. The abstract
transformer, in contrast, operates on numerical properties of those states. It is defined as
a sound approximation of the concrete transformer, as formalized below:
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Definition 2.3.1.2 (Sound Abstract Operator). Let two posets (D, C) and (D C*) be
given. A function f : D — D has a sound abstract operator f* : D¥ — D¥ if and only if:

v € D, f(y(d)) S (f*(d))

In the remainder of this section, we formalize the abstract semantics of the imperative
language in Fig. 2.2 by constructing several transformers over the Interval domain. We
proceed compositionally: first we define each abstract transformer, and then we prove a
corresponding local soundness theorem relating it to the concrete transformer. Together,
these results provide the inductive basis for the soundness of the whole analysis.

We define the abstract transformer for arithmetic expressions, denoted as [-J : A x
D¥ — T U {1z} The transformer is defined by inductively evaluating arithmetic expres-
sions as follows:

II%

[eDi(dh) = [e, ]
[l (d*) = dP(i)
[nd(c1, e2)Ja(d*) = e, o]

[a1 0Py @] (@) = [aJa() ol [ (&)

Theorem 2.3.2 (Local Soundness of Arithmetic Abstract Transformer). For every arith-
metic expression a € A and abstract state d* € DF,

{lala(0) | o € 4(d)} € yz([alA(dF)).

o

Proof. We prove by structural induction on a.

For a constant ¢, the concrete semantics evaluates to c¢ itself, while the abstract seman-
tics evaluates to [c, ¢|. By the definition of 77:

{lclalo) [ o € y(d)} = {c} S rz(le, c]).

For an integer variable 4, since o € (d*), by definition of v, o(i) € vz(d*(i)). Also,
[i]%(d*) = d*(4). Therefore,

{[i]a(0) [ o € v(d)} S yz([iJA(d)).

For a nondeterministic expression nd(cy, ¢z), [nd(c1, ¢2)]a(0) returns a value in {z |
¢ <2 < ¢}, while [nd(cy, 2)]A(dF) = [c1, ¢a]. Following vz, the inclusion holds directly.
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For general arithmetic expression a = a; op,,, a2, by induction hypothesis,

{laala(o) | 0 € v(d)} S vr([aali(dF)),
{la2]a(0) | 0 € ¥(d*)} S vz([a]i(d)).

Let # = [a1]a(0) and y = [ax]s(0) for some o € (d*). Then = € vz([ai]}(d*)) and
y € yz([a2]s(d*)). By soundness of interval arithmetic operators

709y y € vz ([ana(d) opty, [aalia(d)),
the required inclusion follows.

Therefore, the theorem holds for all arithmetic expressions. O

For condition abstraction, we define the abstract transformer [-] : B x D* — D* which
refines variable intervals in an abstract state according to a Boolean condition. It is defined
as follows:

") < refine[a; op,,, a2’ (d*)

5(d)
B(d°) = [dual(b)J5(d)

[61 A 1)2]]"3(61’1)dé [0uJ5() 1% [o2]a(d)
5(d) = [0i]g(d) LT [ba]s(d)

For complex expressions such as the one shown in Example 2.3.1.2, refinement requires
recursive propagation through the abstract state until the abstract values are tightened.
The algorithm can be implemented as described in Section 4.6 of [81]. In this thesis, we
model such refinement abstractly as refine[-]* : B x D¥ — D* when arithmetic comparisons
are evaluated. For negation —b, we use a function dual : B — B based on De Morgan’s
laws and relational inversions to convert the Boolean expression internally.

Theorem 2.3.3 (Local Soundness of Condition Abstract Transformer). For every boolean
condition b € B and abstract state d* € D*,

[6]e(v(d*)) € Y([D]&(d%)).

Proof. We prove by structural induction on b.

For arithmetic comparison a; op,,,, a2, by definition, [b](X) filters X to states where
the comparison holds, and [b]§(d*) applies refinement through refine[a; op,,,, a2]*(d*). We
assume refine[-]* is a sound operator. Thus the inclusion holds.
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Example 2.3.1.2 (Abstract Conditional Refiner Example).
Consider abstract state d* = {zr + [0,10],y ~ [0,10],z ~ [0,2]} and condition
b:x+y<z+3. Let a=2x+y and b= z+ 3 to linearize the expression. Refinement
proceeds as follows:
Forward: Compute initial abstract values of sub-expressions:

b d(2) +F [3,3] = [0,2] + [3,3] = [3,5]

a s d*(x) +* d*(y) = [0, 10] + [0, 10] = [0, 20]

Backward: Refine sub-expressions under a < b using M7 and inverse arithmetic:
a + d*(a) Mz [—o00, d*(b).u] = [0,20] Mz [~o0, 5] = [0, 5]
b d*(b) Mz [d*(a).l, +o0] = [3,5] Mz [0, +o0] = [3, 5]
Then refine x, y, and z:
2 d(2) Mz (d*(b) —*[3,3]) = [0,2] M7 [0,2] = [0, 2]
x = & () Nz (d*(a) = d*(y)) = [0,10] Nz ([0, 5] —# [0, 10]) = [0, 5]
y = d*(y) Nz (d(a) = & () = [0,10] Nz ([0,5] = [0, 5]) = [0, 5]

The refined abstract state is d?_, = {z ~ [0,5],y — [0,5],2 — [0,2]}. A second

forward-backward pass yields no further change, so a fixpoint is reached.

For negation —by, [—b1]g(X) = X\ [01]g(X). By abstract semantics, since dual applies
negation of ;. By induction hypothesis on b;:

[0:]s(v(d*)) S Y([bilg(d))

and soundness of dual, the inclusion holds.

For logical conjunction b; A by and disjunction b; V by. By induction hypothesis,

[0u]s(v(d) S A ([bl()),
[026 (v(d)) S Y([bal ().

For logical conjunction, the filtered states must satisfy both b; and by, so conjunction
corresponds to N and disjunction corresponds to U. By soundness of the meet M* and join
L* operators of the Interval domain, the concrete states obtained by concrete meet N and

C
C
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join U are contained in the corresponding concretizations. Formally,

[oa]6 (v(d) N [B]ls(v(d)) € y([Ballg () T [baD (),
[01]s (v(d)) U [Da]l (v(d)) S y([Ba]is(d) L [Balis ().

Thus the inclusion holds.

Therefore, the theorem holds for all boolean expressions. O

For each statement, the abstract transformer [-]J¢ : S x D* — D* is defined as follows:

i) = [a]a(d*) if [a]}(dF .
[[iza]]ﬁ(dﬁ)d:ef{dm [ali(d®) if [ali(d®) # L

K otherwise
[s1; so]*(d*) = [so]*([sa]*(d"))

[if (b)then{s;}else{s}]*(d*) = [s.]*([b]°a(d*)) LF [s;)*([-b]a ()
[while(b){s}]*(d*) = [-b] (Ifp F*), where F* = (Xa’. d* L [s]*([b]}5(a*)))

For integer assignment, we first check whether the abstract value of the right-hand side
is 17. If so, the post-state is set to L*, indicating that the assignment is infeasible. For
sequencing, we use the same composition structure as in the concrete semantics. For an
if-then-else statement, we constrain the abstract state with the condition in each branch,
apply the corresponding statement transformer, and then join the two resulting states.
This final join is an over-approximation by design, since the post-state of the conditional
must approximate both branches. For a while loop, we similarly define an abstract function
F* to compute loop invariants and take Ifp F* as the abstract state after the loop.

However, computing the least fixed point Ifp F* is generally not feasible directly. By
Theorem 2.1.2, the presence of infinite ascending chains in the abstract domain can cause
the computation not to terminate. This situation is common in many abstract domains,
such as the Interval domain, whose lattice contains infinitely many elements. For example,
one can construct infinite ascending chains such as [0,0] C* [0,1] CF [0,2] T .... The
following example illustrates this source of non-termination.  To force convergence in
finite time, an abstract domain provides a widening operator V : D¥ x D* — D! defined
as follows:

Definition 2.3.1.3 (Widening on a Poset). Let (D* CF) be a poset. A binary operator
V : D! x D¥ — D¥ is a widening if:

e it computes upper bounds: Vd:, d, € Dt. dt T (divdl) A db CF (dEvdh);
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Example 2.3.1.3 (If-then-else interval analysis).
Based on Fig. 2.3a, consider the state at line 2.3a:4 as db = {2 — [0,0], ¢~ [0, 1]}.
For condition ¢ == 0, refinement gives ¢ — [0, 0], and executing lines 56 yields

& ={x— 2,2, c—[1,1]}.

For the other branch, refinement gives ¢ +— [1, 1], and executing lines 8-9 yields
&y = {z— [4,4], c— [0,0]}.

Joining both branches gives

d U df = {z = [2,4], ¢~ [0,1]}.

This over-approximates the concrete post-states shown in Example 2.2.4.

e it ensures convergence: for every ascending chain dg C*# dji C* dg C% ..., there is a
sequence wy Cf wy TF wy CF -+ defined by wy = dg and Wiy = wivdﬁﬂ 15 ultimately

stationary with in a finite iteration step In > 0. w,, = wWpi1.

Following this definition, we define widening over intervals as follows:

def

J_IVII = ]VIJ_I = I,

: Looifh <l >
LVl 2 [l u), where I = ¢ = 2 and u = up 1w _.U2
—00  otherwise +oo  otherwise

The interval widening operator forces convergence by comparing two intervals and accel-
erating their bounds to the corresponding extremes. Extending this pointwise yields the

widening operator for the Interval domain, Vv : D* x D* — D defined as follows:

100t = dfv 1P & gF
dvdh =\, d(v)Vzdi(v)

We now show how widening can be used to compute an approximation of a concrete

loop invariant through the following fixpoint approximation theorem.

Theorem 2.3.4 (Fixpoint Approximation by Widening). Let (D,C) be the concrete do-
main and (D* C*) the abstract domain. Let F : D — D be a monotone operator, and let
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Example 2.3.1.4 (Abstract loop semantics on an infinite loop).
Consider a loop statement s:
1 i=0;

2 x = nd(0, 1);
3 while (x == 1) {i=1i+ 1; }

Suppose the abstract state before entering the loop is {i + [0, 0],z — [0, 1]}. Following
the definition of F* and Ifp, we start with ¥ and iteratively apply F* (omitting x):

FYLY = (i 0,0} (FY (L) = {im 0,1} ... (F"(LH = {im> [0,n—1])

The above computation never reaches a fixpoint in finite time. Even though mathe-
matically Ifp F* = {i — [0, 4+00],x — [0, 1]}, the iterative computation itself does not
terminate.

F' . D¥ — D% be a sound abstract operator for F, as in Definition 2.3.1.2. Consider the
sequence of abstract elements d%, dg, dﬁQ, ... defined by:

dy = L*
diyy = diVFHd)

Then the following properties hold:

Termination: The sequence is ultimately stationary, i.e., In > 0. d? = diﬂ.

Soundness: [Its limit d*_ is a sound approzimation of Ifp F', that is, Ifp F C v(d-,).

Following this theorem, we can provide a definition for the abstract semantics of while
loop as follows:

[while(5){s}]*(d*) = [~b]5 (lim F*), where F* = (Xa®. a*v(d* L [s]*([b]}s(a%))))

Theorem 2.3.5 (Local Soundness of Statement Abstract Transformer). For every state-
ment s € S and abstract state d* € D¥,

[s1((d)) S A([s]*(d)).

Proof. We prove by structural induction on s.
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Example 2.3.1.5 (Abstract loop semantics on an infinite loop with widen-
ing).

Consider again the example in Example 2.3.1.4. We now apply widening to compute
the abstract semantics of the loop. Suppose the abstract state before entering the loop
is {i — [0,0],2 — [0,1]}. Following the definition of F* and Ifp, we start with 1* and
iteratively apply F* (omitting z):

FH(L) = {iw [0, 0]},
(F2(LF) = {i = [0,0]}v{i = [0,1]} = {i = [0, +00]}.
The iteration quickly reaches a stable limit, so lim F* becomes {i + [0, +o0], 2

[0,1]}. A further iteration still returns the same result. After filtering states to satisfy
loop exit condition, we compute the final state as {i — [0, +o0], z + [0, 0]}.

For assignment ¢ = a, the claim follows from Theorem 2.3.2: abstract evaluation of a
approximates the concrete evaluation, so assignment of ¢ to the abstract value of a soundly
approximates the concrete assignment.

For sequencing s;; so, apply the induction hypothesis to s; and then to sy, which is
exactly the desired inclusion.

For conditional statement if (b)then{s,}else{s¢}, by Theorem 2.3.3, filtering with b and
—b is soundly approximated by [-]5. Then apply the induction hypothesis to each branch
and use soundness of abstract join to conclude soundness of the union of two branches.

For while statement while(b){s}, let F' and F* be the concrete and abstract loop
functionals. By Theorem 2.3.4, the abstract iteration with widening terminates and its
limit soundly over-approximates Ifp F'. Applying soundness of exit filtering by —=b (Theo-
rem 2.3.3) gives the desired inclusion.

Therefore, the theorem holds for all statements. n

To conclude, we build the abstract transformer for the complete program pg := s. We
define an initial abstract state d’ ., such that X, C ~(d" ). Typically, this state assigns
the top element (T7) to all variables, representing a state of no prior knowledge. The value
[s]#(d%.,) then computes a final state that over-approximates all concrete states that may

be reached at the exit point of the program.

Theorem 2.3.6 (Soundness of the Whole Analysis). For the input program pg = s, let
[pg] : P(State) — P(State) be the concrete transformer and [pg]* : D* — D* be the
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Example 2.3.1.6 (Loop interval analysis with widening).
To compare with the concrete loop example in the previous section, we analyze the

loop in Fig. 2.3a from
d = {z+[0,0], ¢ [0,1]}.

Using the widening-based loop functional, start from ag = L*:
ap = Fﬁ(ao) = {I‘ = [070]7 C [07 1]}a
as = F*(ar) = a,v ({x = [0,0], ¢ — [0, 1]} LF {2 — [2,4], ¢ [0,1]})
={z — [0, +0o0], ¢ [0,1]},

as = Fﬁ(ag) = Qa2.
Thus the iteration stabilizes at
lim F* = {z + [0, +oc], ¢~ [0,1]}.

Applying the loop-exit filter =(x < 7) yields {x + [7,400], ¢~ [0, 1]}, which soundly
approximates the concrete final states shown in Example 2.2.6.

abstract transformer. Let vy : D* — P(State) be the concretization function. The abstract
transformer is sound if, for any abstract state d* € D*,

[pg] (v(d%)) < ¥(Ipgl*(d*)).

Proof. Since the input program is pg := s, the soundness of analysis follows Theorem 2.3.5.
]

2.3.2 Improving Precision by Combining Abstractions

As Example 2.3.1.6 shows, using the interval domain yields the final state {z — [7, +o0], ¢ —
[0, 1]}, which is a sound approximation:

{{z = 8,c— 1}, {z+— 10,c— 0}} Cy({z — [7,+00], c+— [0,1]}).

However, this abstraction introduces imprecision, which may lead to false positives during
verification. Specifically, the interval |7, +oc] implies that = could be 7, even though that
value is unreachable. To improve precision, one might instead use a Parity domain to
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track whether an integer is even or odd. However, parity alone cannot capture numerical
properties in the same way as the Interval domain.

Abstract interpretation provides a systematic way to combine multiple domains through
a Cartesian product, allowing the abstract state to track different properties of each vari-
able simultaneously. Moreover, the subdomains can communicate and refine one another
through a process called reduction. For example, the combination x — [7, +00] A even can
be reduced to x +— [8, +0c]. Following this idea, we introduce a reduced product domain
that combines Interval and Parity.

We first introduce the parity value domain and the parity state domain in Defini-
tion 2.3.2.4 and Definition 2.3.2.5.

Definition 2.3.2.4 (Parity Value Domain). The parity value domain is defined as
P = {odd, even, Tp, Lp}.

Its lattice operations are:

def

PIEPP2<:>P1:J_7)\/P2:T7)\/P1:P2
(P, if P =1p
o | P f Py = 1
PUup R =Y Z.f ’ r
P ifPh=hR
( Tp otherwise
(P, ifPL=Tp
o | P f Py =T
PrpR=l ! Z.f ’ r
Poifh =D
(Lp otherwise

PiVpPy, & Py Up Ps.

Since P is finite, widening can be defined as join.
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Its arithmetic operators are:

1p if PL=1pVPh=1p
T'p ifPlz—l—p\/szTp
even if (P, P,) € {(even,even), (odd, odd)}
odd  otherwise
P —p P, = P 4p P
J_p ?;fPlzJ_p\/PQZJ_'p
Py xp Py ar ) even z:f P, =evenV P, = even
odd if P, =o0dd A P, = odd
Tp otherwise

Pl*|—7ﬂpzdef

The abstraction function ap : P(N) — P and concretization function vp : P — P(N)
are defined as follows:

@ def

even if X C{neN|nmod2=0}
VX € P(N)\ {0}. ap(X) = if X C{neN|nmod2=1}

otherwise

vp(Llp) = @
vp(even) = {n € N | n mod 2 = 0}
vp(0odd) = {n € N|nmod2 =1}
ve(Tp) =N

Definition 2.3.2.5 (Parity State Domain). The parity state domain maps each variable
to a parity abstract value. It is defined as D* = (V — P) U {L*}, with top element

P (v Tp | v € V). Its operations are:

dE S5 Yo e V. di(v) Ep db(v)
& U . d () Up dh(v)
&t b . dE () Mp dh(v)

dvd = h. d(v)Vpds(v)

For 1* and any d*, we define L¥ CFd, 1AL = dF, LAt dl = LF, and LivdF = d.
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The concretization function vy : D¥ — P(State) and abstraction function o : P(State) —
D! are defined as:

[«
9]
2

L
=
=

e i

VX € P(State) \ {0}. a(X v. ap({o(v) | o € X})

2
—
}_
T
— N N N
&
f—*—«‘S«y

&

vdt € DP\ { L%} y(d o € State | Yo € V. o(v) € yp(d*(v))}

Next, we define a reduction operator p : (Z x P) — (Z x P) between intervals and
parities:

([l1,u1], P1) otherwise
(1 +1 if P=evenAlisodd
with i =<1+ 1 if P=o0ddAlis even

[ u otherwise

(14— 1 if P =even Au is odd
up=qu—1 if P=o0ddAuiseven

\ l otherwise

(even if [ = u Al is even
and P, =< odd ifl=wuAlisodd

P otherwise

\

Definition 2.3.2.6 (Reductivity and Soundness of Reduction). Let (D, C) and (D¥ C*)
be two posets and concretization functz’on v D¥ — D. A reduction operator p : D¥ — D*
is: (1) sound if Vd* € D¥. v(p(d*)) = ~v(d*), and (2) reductive if Vd* € D¥. p(d*) CF d¥.

In partzcular the product (D' ng, E§2> with A1y is defined following (x,y) T4y (', y/) =
(@ 25 2) A (y T o) and ({2, y)) = (x) Na(y).

def

Finally, we update the abstract transformer for this new abstraction. We denote the
Interval domain by D and the Parity domain by D%. The transformer is now [-J* : (D} x
D) — (D? x D). The main change is the transfer function for arithmetic computation:

[alA((d5, d3)) = p(lala(dh), [alA(d2))
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Domain Constraint form Example Join/Meet /Leq Memory

Interval [23] L<a <uy 0<z2<10 O(n) O(n)
Zones [77] r,—x;<c r—y<3 O(n?) O(n?)
Octagons [75] tx; £x; <c r+y<T O(n?) O(n?)
Polyhedra [30)] Yoparry < c 2x—y < 10 exponential exponential

Figure 2.5: Common numerical domains: expressiveness and operation costs.

Example 2.3.3.7 (Precision hierarchy of numerical domains).
To illustrate the precision hierarchy, consider the concrete feasible region defined by
the constraint set:

e —y < —4 0<x y <40
The shaded polygon in Fig. 2.6 represents the concrete feasible set. The interval
domain approximates it as {z — [0,9],y — [4,40]}, and the octagon domain refines
this box with the constraint x —y < —4. In this case, the polyhedra domain represents
the original linear system exactly.

2.3.3 Numerical Anlysis: Precision vs. Efficiency Trade-offs

Numerical abstract domains, such as Interval and Parity, differ mainly in how they represent
constraints. Non-relational domains are limited to constraints on individual variables,
whereas relational domains can express relationships between variables.

Let n be the number of variables. Section 2.3.2 summarizes the numerical domains used
in this thesis. The Interval domain typically requires O(n) memory to represent one abstract
state, and its join/meet/inclusion operations are computed pointwise in O(n) time. In
contrast, Zones and Octagons are relational domains that capture constraints over at most
two variables. Both are commonly represented using a difference-bound matrix (DBM),
which requires O(n?) memory, and their core operations are typically dominated by closure
steps with O(n3) worst-case time. In Section 4.2, we present Zones in detail. Polyhedra
is the most expressive domain, representing arbitrary linear constraints. However, its
operations are computationally expensive, with worst-case exponential time and memory
complexity.

Although a more expressive domain usually improves precision, its operations also
become more expensive as the underlying representation becomes richer. In practice, one
therefore chooses the least expensive domain that can still express the invariants required
for the verification goal.
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------ Interval
fffff Octagon

Polyhedra
Concrete feasible set

0 ‘ ‘ ‘ — T
2.5 5 7.5 10

Figure 2.6: Approximating the constraint set with interval, octagon, and polyhedra do-
mains.

There are two common engineering techniques for reducing the cost of domain oper-
ations while still preserving much of their expressiveness. First, one can build a reduced
product domain, in which each subdomain captures a tighter class of constraints and uses
reduction to recover precision that no single domain could infer alone. One example is
SubPolyhedra [70], which combines LinEq (a linear equality domain with constraints of the
form ), arzr = ¢) and Interval. Second, variable packing [11] partitions variables into
smaller related groups and treats each group independently, reducing both asymptotic and
constant factors while preserving important relations within each pack.

2.4 Conclusion

In this chapter, we explored the theory of lattices and Galois connections to provide a formal
basis for Abstract Interpretation. These concepts ensure that a program analysis designed
following abstract semantics remains a sound approximation of concrete program behavior.
We further introduced the concept of abstract domains, whose internal representations and
operators form the computational core of the analysis. Through the example of interval
domain, we illustrated how numerical invariants are tracked across program points. We
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also demonstrated the approximation of loop semantics and the use of widening operator
to guarantee termination. Finally, we demonstrated how to combine multiple domains to
improve the overall precision of the analysis while preserving the fundamental soundness
of the framework.

Abstract Interpretation offers various abstract domains. As demonstrated through
the Interval, Octagons, and Polyhedra domains, these numerical abstractions range from
computationally efficient but non-relational approximations to highly precise relational
domains, albeit at the cost of increased computational overhead. The choice of domain for
analysis fundamentally strikes a balance between the precision required to prove properties
and eliminate false positives, and the efficiency necessary to remain scalable.
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Chapter 3

A New Abstract Domain for
Relational Object Invariants

Relational object invariants (or representation invariants) are relational properties held
by the fields of a (memory) object throughout its lifetime. For example, the length of a
buffer never exceeds its capacity. Automatic inference of these invariants is particularly
challenging because they are often broken temporarily during field updates.

In this chapter, we present an Abstract Interpretation-based solution to infer object
invariants. Our key insight is a new object abstraction for memory objects, where memory
is divided into multiple memory banks, each containing several objects. Within each bank,
objects are abstracted by separating the most recently used (MRU) object, represented
precisely with strong updates, while the rest are summarized. For an effective implemen-
tation of this approach, we introduce a new composite abstract domain, which forms a
reduced product of numerical and equality sub-domains. This design efficiently expresses
relationships between a small number of variables (e.g., fields of the same abstract object).

We implement the new domain in the CRAB abstract interpreter and evaluate it on
several benchmarks for memory safety. We show that our approach is significantly more
scalable for relational properties than the existing implementation of CRAB. To evaluate
precision, we have integrated our analysis as a pre-processing step to SEABMC bounded
model checker, and show that it is effective at both discharging assertions during pre-
processing, and significantly improving the run-time of SEABMC.
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3.1 Introduction

Program invariants are crucial to capture properties that persist during runtime. Verifying
programs with classes or data structures requires determining representation invariants
[75] that express consistency properties (e.g., the length of a vector never exceeds its
capacity) of those data types. For memory objects, representation invariants as object
invariants describe relational properties among object fields that hold across all program
states where these objects are alive. These invariants are essential for proving memory
safety and functional correctness of a program. However, the invariants become imprecise
when the static analyzer is uncertain about which memory objects are affected by field
updates, typically represented as weak updates.

Consider a C program in Fig. 3.1 that uses a byte_buf to represent a resizable byte buffer
with length and capacity. The program keeps an array ary of byte buffers. Each initialized
element of ary satisfies an invariant: len <= cap. Discovering this invariant is crucial for
establishing memory safety (e.g., proving safe access on line 21), yet, notoriously hard for
abstract interpreters. Note that recency [5] does not help here because all memory stores
after the for loop are modeled as weak updates. For instance, Mopsa [32] with recency
does not prove the assertion on line 20, since the inferred invariant is len > 0 A cap > 1.

In this chapter, we present a new technique for inferring object invariants. We cap-
ture field updates strongly in a separate temporary object abstraction and join it with
previously established invariants only when necessary. While preserving soundness, our
approach produces more precise analysis results by not weakening inferred invariants with
intermediate object states between updates.

First, we introduce a new concrete memory model that organizes memory as a collection
of memory banks, each containing certain memory objects. The partitioning is achieved by
a parameterized function that assigns each memory object in the program a corresponding
bank. Each bank has two components: storage, holding objects, and cache, storing the
object being read from or written to. For example, all byte buffers in Fig. 3.1 are placed
into the storage of the same bank. The field updates on line 12 require loading the byte
buffer referred by pointer p into the cache before updates. The cache singles out the object
being modified. For brevity, we specify this usage pattern with a size of one as most recently
used (MRU) and denote the object in the cache as the MRU object.

Second, we follow a standard summarization-based abstraction with a single summary
object with its invariants representing properties common to all the objects stored in each
bank. Similar to the concrete model, all memory updates are handled through the MRU
object. This avoids temporarily breaking the invariants of the (abstract) summary object,
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| #define N 100 Byte Buffer Bank:

2 struct byte_buf { Summary

3 int len; /[ length <= capacity ] p

4 int cap; pack -

5 char *buf; \[Cache ]‘/

Y length <= capacity

7 int main() { (a)

8 struct byte_buf *ary[N];

9 for (int 1 = 0; i < N; ++i) { Byte Buffer Bank:

10 struct byte_buf *p = Summary

malloc(sizeof (struct byte_buf)); /[ length <= capacity ] ary[0]

11 int sz = i + 1; unpack s

12 p->len = i; p->cap = sz; \[Cache ]/

13 p—>buf = malloc(sz); length <= capacity

14 ary[i] = p;

15 } (b)

16 char *new_buf = malloc(20); Byte Buffer Bank:

17 ary[0]->len = 15;

18 ary[0]->cap = 20; [Summary_ _ ]

19 ary[0]->buf = new_buf; S SR ary[0]
20 assert(ary[0]->len <= ary[0]->cap); Cache -
21 ary[0]->buf [ary[0]->1len] = '\O'; update [ length = 15 ]‘/
22
o ©

Figure 3.1: A simple C program. Figure 3.2: Abstract state on line 3.1:17.

as changes to the MRU object do not impact the summarized invariants until it is merged
back. Fig. 3.2 presents the changes in the abstract memory state at line 17. The memory
bank for byte buffers includes one MRU object and one summary object. Before evaluating
line 17, as shown in Fig. 3.2(a), p refers to the MRU object, since the last two field updates
(line 12) happened on this object. Following the initialization loop, len <= cap is kept for
both MRU and summary objects.

The cache may miss if the cached object is no longer the MRU. For example, the field
update, ary[0]->len = 15, on line 17 requires access to the byte buffer referenced by ary[o],
while the cache still holds the object referred by p. In this case, the cached object is packed
back to the summary (see Fig. 3.2(a)) and the new MRU object is unpacked from the
summary (Fig. 3.2(b)). We track pointer alias information to decide when to pack and
unpack. Before each memory access, if the dereferenced pointer does not alias with the
pointer accessed to the MRU object, packing and unpacking occur. In this example, after
the loop computation, p does not alias ary[0].

After the cache is replaced, the field update, ary[0]->len = 15, breaks the invariant len
<= cap, but our solution (Fig. 3.2(c)) ensures that we update the content of the MRU object
properly without affecting the invariants in the summary object. Then, the invariant is
restored at line 18, thus proving the assertion on line 20 and memory safety on line 21
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through our invariants in the cache.

Third, we introduce a new abstract domain, called MRUD, that infers automatically
object invariants based on our new memory model. This domain requires combining heap
(memory abstraction), must alias (flow-sensitive points-to information) and value (numeri-
cal relational invariants) analyses. Using a monolithic numerical domain is highly inefficient
because of the large number of dimensions required to model all program variables and
their ghost versions that keep track of base addresses, offsets, etc. However, a key insight
is that each transfer function typically affects a small subset of variables (e.g., reading a
field only updates the corresponding integer/pointer value). Based on this observation,
MRUD is designed as a composite abstract domain where each memory bank is modeled
separately and the propagation of facts between them is carefully limited to a small set of
shared variables. This modular design is what makes MRUD both scalable for large code
bases and capable of preserving precise object invariants.

We implemented MRUD in the CRAB analyzer [55] and evaluated both its scalability
and precision. For scalability, we compare it to the summarization-based abstract domain
implemented in CRAB. Our approach shows improved scalability, with 75X faster per-
formance than the state-of-the-art. For precision, we compare it to the recency domain
implemented on Mopsa using a small set of benchmarks. The results show that our ap-
proach successfully proves all assertions in the programs and achieves better precision by
preserving object invariants. Additionally, we use MRUD in a case study with the bounded
model checker SEABMC, where it effectively proves and discharges memory safety checks
to reduce the verification cost of SEABMC.

In summary, the contributions of this chapter are: (1) We introduce a new memory
model designed for object abstraction as an alternative to the C memory model, and
describe the concrete semantics of an intermediate representation based on the new model
(Section 3.3); (2) We describe the MRUD and corresponding abstract transfer functions,
and introduce a domain reduction for invariant refinement (Section 3.4); (3) We detail our
implementation (Section 3.5) and evaluate it in the CRAB analyzer (Section 3.6).

3.2 Preliminaries

In this section, we first describe an intermediate representation (IR) used for anlysis,
CrabIR [55]. Next, we introduce a lightweight abstract domain for representing variable
equavalences, which is used as a sub-domain in our implementation.
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Pu= FF Sptr ::= ptr := alloc(fld, num) |

F = declare fun(v*){ BB' } ptr2, fld2 := gep(ptrl, fld1, num) |
BB ::=1:S5"gotol" | scl := load(ptr, fld) | store(ptr, fld, scl)
l:S* return v* Eint ::= Const | num | Eint 0p;,,; Eint
S ::= assert(Econg) | assume(Econg) | Econd ::= Eint 0Py Eint

num := Ejne | Sper

Figure 3.3: The syntax of CrabIR.

3.2.1 CrablIR: An IR for Inferring Object Invariants

The syntax of CrabIR is detailed in Fig. 3.3. For presentation, we assume variables in a pro-
gram are either integers or pointers. The program operates on memory objects composed
of integer and pointer fields. A pointer is a pair of a base address and an offset, where an
offset is given by a number num and associated with an optional field name fld. All named
fields have fixed offsets. That is, field names are redundant — they are use to simplify the
abstraction function in the abstract semantics. In our implementation, the field names are
automatically discovered by a whole-program pointer analysis during compilation from the
source language to CrabIR.

CrabIR is a strongly typed IR with explicit type declarations for variables. For brevity,
we write V for the set of all program variables, partitioned into integer variables V;,,
pointer variables V., and fields Vg4. We refer to Vip U Ve as scalars.

As usual, we model a program P as a control-flow graph (CFG) whose basic blocks BB
are composed of statements S. Statements in CrabIR include gotos, assumptions, asser-
tions, and arithmetic and memory operations. Structured control flow (e.g., if-then-else
blocks and for loops) is lowered to a uniform form using assume and goto statements.
Memory allocation is performed by alloc. Pointer arithmetic is expressed via gep, which
computes a target address from a base pointer and an integer offset. Memory reads and
writes are performed by load and store, respectively. Note that, CrabIR also supports C-like
aggregate objects (e.g., arrays) without requiring them to be partitioned into fields. We
handle such objects as in prior work [55]. For simplicity, we omit them from the theoretical
exposition in this chapter, but our implementation follows [55].
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Example 3.2.2.1 (Union-find data structure examples).
Consider two union-find data structures over variable set V = {s,t,z,y, z}:

m: {e;: {s,t},es: {x,y,2}} n: {e; : {z,y}}

m represents equivalent relations s ® t Az ~ y ~ z. n® only expresses x ~ y.

®The full representation for n is {e; : {x,y},e2 : {z},e3: {s},eqa : {t}}

3.2.2 Lightweight Equality Abstract Domain

Our analysis requires an equality domain over variable sets )V to express equivalence re-
lations such as x ~ y. Although the equality domain can be implemented using weakly
relational numerical domains (e.g., [64, 77, 78]), we present a lightweight equality domain
that is more efficient for our purposes.

A lightweight equality domain VarEq tracks variable equalities of the form x ~ y. We
represent these equalities using a union-find (disjoint-set) data structure, where each set
corresponds to an equivalence class of variables. Formally, let )V be a finite set of variables.
A union-find value m,n € [](V)! induces a partition Vy,...,V, of V. For each variable
subset V;, we designate a canonical representative symbol e;. Two variables x,y € V; satisfy
x =y, and they refer to the same representative e¢;. Example 3.2.2.1 shows an example.

We define the following basic operations for a union-find data structure: (1) make(v),
which creates a new equivalence class for a fresh variable v; (2) e := find(v), which returns
the equivalence class representative e of variable v; (3) wnion(x,y), which merges the
equivalence classes containing = and y. We additionally provide (4) s := wvars(e), which
returns the set s of variables in the equivalence class represented by e.

The purpose of VarEq (implemented by union-find) is to approximate must-equivalence
relations between variables. Formally, we define a set of all equivalence relations over V as
Eq(V) ={R CV x V| R is an equivalence relation}, and each R is reflexive, symmetric,
and transitive. We denote & ~ y or an ordered pair (z,y) € R for two variables x and y fol-
lows the equivalence relation R. Example 3.2.2.2 shows a value equivalence relation between
variables. The concrete domain is the powerset lattice R = (P(Eq(V)),C,U,N, 0, Eq(V)),
where a concrete element X € P(FEq(V)) is a set of (possible) equivalence relations. The
infimum (bottom element) is (), denoting that no equivalence relation is possible, and the

TT(V) is the set of all partitions of V.
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Example 3.2.2.2 (Instantiating Fq()) with value equivalence).

Let V = {x,y, 2} and a concrete program state be a valuation map o : V — Z. A
straightforward equivalence relation is value equivalence between variables. That is,
for each state o, an equivalence relation R, € Eq(V) is defined as:

R, ={(u,v) €V xV|o(u) =0c(v)}.

For example, let
o(x)=3, o(y)=3, o(z)=>5.

Then the induced equivalence relation is

R, = {(ZE,LE), (y7y)v (Z,Z), (37,?/), (y,x)}.

supremum (top element) is Eq(V), denoting that any equivalence relation being possible.
All lattice operations follow set operations.

VarEq is a complete lattice R* = ([](V), C%, uFe nPe | Pa TE4) The top element is
TE = {e; : {v1},es : {va},...}, representing no equalities are known. We explicitly add
a distinguished bottom element 19 to represent an unreachable (inconsistent) abstract
state. A Hasse diagram example for R is presented in Fig. 3.4. The domain follows
concretization function 74 defined as follows:

Definition 3.2.2.1 (Concretization). The concretization function v : R¥ — R is defined
as:

| B
m € RF. 4% (m) = ¢ fm= L%
{Re Eq(V) |Vr,yeV.zxyem = z ~py} otherwise

Our abstract domain lattice operations are defined based on operations of union-find
data structure. The following paragraphs describe these.

Partial Order C??. Inclusion follows the property: a union-find object m is a refined
partition of n if and only if Va,y € V. x & y entailed by n is also satisfied in m. Thus,
m C% n < (Vo,y € V- n.find(z) = n.find(y) = m.find(z) = m.find(y)). As seen
in Example 3.2.2.1, m C¥ n.
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A

s, th {y, 21}

st} {z, 93}

Hs,t, 2,01}

Figure 3.4: Hasse diagram for the VarEq over variable set V = {s,t,z,vy, z}.

Example 3.2.2.3 (Concretization).
Following Example 3.2.2.1, by definition of %9,

7#(m) ={R,Q},

where R ={s ~gt,x ~gy,y~gz}and Q = {s ~qg t,t ~g z, 0 ~q Y,y ~q =}
For n, since it infers only x ~ y, v%(n) contains every equivalence relation R such
that x ~g y holds.

Join UP?,  'We define the join following the join of congruence closures algorithm described
in [52]. The result of join regarding union-find is the least common partition of both m, n.
That is, Vo,y € V. x = y from the result union-find is satisfied in both. The join algorithm,
as presented in Fig. 3.5, computes the intersection of two variable sets corresponding to
equivalence classes in m, n if these two classes have common variables. The result will be
further added into r as a new equivalence class. Based on Example 3.2.2.1, m U n = n.

Meet M¥4,  The meet computes the greatest common partition of m and n, ensuring that
Vr,y € V. x ~ y persisted in the result must also be valid in either m or n. The meet
algorithm is outlined in Fig. 3.5 and involves: (1) duplicating the union-find object m to
serve as r; (2) iterating over each pair of equivalence relation x & y in each equivalence class
en of n to further refine the classes in r. Referring back to Example 3.2.2.1, mM%?n = m.

VarEq has no infinite increasing (decreasing) chains, so the widening (narrowing) op-
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procedure JOIN(m, n)
ro={}
for all z,y € V,, UV, do
if m.find(x) = m.find(y) A n.find(z) = n.find(y) then
em = m.find(x); ey := n.find(z)
S 1= m.vars(em); Sn 1= n.vars(ey)
Sy := Sm N Sy
if S, # () then
pick an element v € Sy
r.make(v)
for all v/ € S, Av' # v do
r.make(v'"); r.union(v,v’)

return r

procedure MEET(m,n)
ri=m > 715 copied from m
for all z,y € V,, UV, do
if n.find(x) = n.find(y) then r.union(x,y)

return r

Figure 3.5: The join and meet operations.

eration follows join (meet) strictly. Next, we provide auxiliary operations that are used
in Section 3.4.

addEqual. To add a new equality x ~ y to the DBM m, merge y into the equivalence
class containing x. If x is not already present in m, first initialize a new equivalence class
for z. The procedure is shown in Fig. 3.6.

equals. To check whether z ~ y or not in value m, we follow the algorithm shown in
Fig. 3.6. Regarding union-find data structure, we test equality by checking whether or not
two variables are in the same class.

toCons. We would like to convert a union-find data structure m into a conjunction of
equalities over variables. The function iterates each equivalence class and pairs each vari-
able with every other variable in the class as one equality (known as a linear constraint).
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procedure addEqual(m, z,y)
r:=m > 1 s copied from m
if © ¢ V, then
r.make(x)

r.make(y)
r.union(z,y)
return r

procedure equals(m,x,y)
return {z,y} C V,, Am.find(x) = m.find(y)

Figure 3.6: The addEqual and equals operations.

As shown in Example 3.2.2.1, toCons(m) will compute a system of equality constraints
{r=y,y=2z2=2s=1t}.

In this section, we presented the syntax of CrabIR and our lightweight equality domain.
The next sections introduce a new memory model use it to define the concrete semantics of
CrabIR. With this foundation, we then present MRUD for inferring object invariants under
the new memory model. Within MRUD, VarEq serves as a sub-domain: it tracks must-
alias equivalences among pointer variables and captures value equalities between scalars
and object fields.

3.3 Recent-Use Memory Model

A memory model defines how memory is structured and accessed in the operational seman-
tics (i.e., execution) of the program. The standard C memory model (CMM) treats each
allocation as a blob of bytes. Specifically, each memory object is a blob of bytes (logically
sub-divided into fields). A pointer is a pair (b, 0) of an object identifier b (a.k.a., the base
address) and a numeric offset o within that object. At allocation, an object occupies a
blob in memory at an address determined by the memory allocator. Each memory oper-
ation is performed through a pointer to access the object’s content. In practice, CMM is
typically implemented by a flat memory model of the underlying architecture. However,
non-flat memory models with multiple address spaces are common, especially in embedded
systems [59].

In this chapter, we introduce a new memory model, called recent-use memory model
(RUMM), that differentiates between the most recently used (MRU) object and other
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C Memory Model Recency-Used Memory Model
object 1:
storage:
object 1:
object 2: bank 1:|  object 3:
cache
object 3:
storage:
object 2:
object 4: bank 2: object 4:
cache

Figure 3.7: C memory model versus recent-use memory model.

memory objects. Fig. 3.7 contrasts CMM and RUMM. RUMM partitions memory into
multiple banks, each with (a) a storage — a blob of bytes that permanently stores memory
objects, and (b) a cache — a blob of bytes that temporarily holds the MRU object of that
bank. The notion of objects and pointers in RUMM is exactly as in CMM. Furthermore,
RUMM is parameterized by a function findmb that maps allocation sites to specific memory
banks of RUMM. This is similar to a pool allocation, where objects are allocated in different
pools [08]. Each object is allocated as a blob in the selected bank’s storage, with each bank
managing its allocations.

What makes RUMM special is its handling of read and write operations. To access an
object x from a given bank, z is first loaded into the cache and then accessed from there.
If a different object y currently occupies the cache, y is flushed back to its place in its
memory bank before x is loaded. Thus, multiple read and write operations that work on
the same object only use the cache, until the cache is flushed when a new object, from the
same bank, is accessed.

Fig. 3.8a shows a CrabIR for the for loop in Fig. 3.1. Variables prefixed with e are
the fields of byte_buf. The loop starts at the entry block and checks whether the counter
i meets the enter/exit condition. In CrabIR, assume is used to enforce this condition.
The loop initializes a memory object, increments the counter, and loops back to the loop
entry. Fig. 3.8b illustrates the execution of line 4 during the second iteration of the loop.
Fig. 3.8b(1) shows the state at line 4, where scalar variables map to their values as scalar
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Iy
scalar
sz 2,0 1,
P> 200056, . ...
[assume(i <= 99); ] ' flush
( ) Toonte A Toonre :
1| p :=alloc( , 12); 200046 NA | NA | NA_| 200016 NA | NA | NA
2l sz 1= 1+ 1; 1 @2
. .= . ; i
3| C , plen) := gep'( , P)s _lupdate i
1| store( , plen, i); . .
)| @cen, peap) = gep(Gien, p + )3
6| store( , pcap, sz);
scalar scalar
7] buf :=alloc( , 8Z); 522,00 1, 52052, 1,
200046, . . . 200046, - - -
8| ( , pbuf) := gep( ,p+8); e e —
9| store( , pbuf, buf);
[ ...
1 i =1+ 1; N
- J io65s 10655
200016] NA | NA NA 200016) NA | NA NA
assume(i > 99); |«——m 2
(a)

Figure 3.8: (a) A program, and (b) an execution of line 4 under RUMM.

and a memory bank mb is provided to store memory objects allocated at line 1. We assume
the first two iterations allocate objects at addresses 1000, and 200044, respectively. The
fields of each object are visually represented as slots, with either concrete values or marked
as not available (NA) if uninitialized. The storage keeps two uninitialized objects, while
the cache holds the MRU object. The object at address 10004 is the MRU since its
last access is at line 9 during the first iteration. The cache status is indicated by two
flags: wsed, indicating the cache is active, and dirty, meaning the cache value has been
updated. When store at line 4 accesses the object with address 20004, the cache flushes
the object (100054) back to the storage (Fig. 3.8b(2)) and updates with the uninitialized
object from the storage (Fig. 3.8b(3)). The cache is then ready to write with a value
of 1 (Fig. 3.8b(4)).

We argue that RUMM is compatible with CMM. This follows from: (1) Spatial dis-
jointness: RUMM organizes memory objects into separate, non-overlapping memory
banks, and (2) Cache transparency: the usage of cache is an extra step that does
not invalidate the properties of each object. The semantics of CrabIR are the same under
both memory models. In the following, we formalize the concrete semantics of CrabIR

under RUMM.
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[ptr := alloc(fid, num)][*V™ () =
let (scalar, mem) = o in
let mb = findmb(fld, mem) in
let (cache, storage, flag) = mb in
let (_, sz) = scalar[num] in
let (ptrfes¢, storage’)=
allocator,,(storage, sz) in
let scalar’=
scalar[ptr — (ptr®®¢ 0)] in
let mb’ = (cache, storage’, flag) in
(scalar’, mem \ {mb} U {mb'})

[scl := load(ptr, fld)[*™" (o) =

let (scalar, mem) = o in
let mb = findmb(fld, mem) in
let (ptr®®¢, ) = scalar|ptr] in
let mb’ = cacheSync(mb, ptr
let (cache, _, ) = mb" in
let (_, fields) = cache in
let scalar'=

scalar(scl — fields[fld]] in
(scalar’,mem \ {mb} U {mb'})

base) in

[ptr2, fld2 := gep(ptrl, fld1, num)[FMM(g) =

let (scalar, mem) = o in
let (ptr1%c offset) = scalar|ptr] in
let (_, val) = scalar[num]| in
let offset’ = offset + val in
let scalar'=

scalar[ptr2 — (ptr1%@¢ offset’)] in
(scalar’, mem)

[store(ptr, fld, sc)[*"*™ (o) det

let (scalar, mem) = o in

let mb = findmb(fld, mem) in
let (ptrb®¢ ) = scalar[ptr] in
let mb’ = cacheSync(mb, ptr
let (cache, storage, ) = mb’ in
let (cache™e, fields) = cache in

let cache’ = (cache™™*,

fields[fld — scalar[scl]]) in
let mb"=

(cache’, storage, (true, true)) in
(scalar, mem \ {mb} U {mb"})

base) in

Figure 3.9: CrabIR statements operating under RUMM.

A CrabIR program has scalars (i.e., integers V;,; and pointers V) whose values are
represented as cells. A cell, cell € Cell : NxZ, represents either a pointer’s base address and
offset, denoted as (baddr, offset), or an integer value: (0, val). Formally, a scalar state is
scalar € Scalar : V,, — Cell. To avoid redundancy, we explicitly associate the base address
of a ptr with a ghost variable ptr®¢ ¢ Vll]’fﬁe. For example, if a pointer p is (10046, 8), then
p°2s¢ is 1004.

The memory is modeled as a set of memory banks, mem € Memory : {mb | mb € MB}.
Each bank, mb € MB : Cache x Storage x Flag, holds memory values for cache, storage,
and boolean flags. The cache, cache € Cache : N x FldVal, includes the cached object’s
base address (as cache’™®) and field values. The field values (as cells) are kept in an
environment fields € FldVal : Vyg +— Cell. The storage, storage € Storage : N — FldVal,
maps base addresses of memory objects to the corresponding field environment. The cache
boolean flags, flag, indicate if it is occupied (used) and overwritten (dirty). Overall, a
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cacheSync(mb, ptr?ese) = flush(cache, storage) =
let (cache, storage, (used, dirty)) = mb in let (cache™™*, fields)=
let (cache®™®, ) = cache in cache in
let mb' = storage[cache™® + fields]
if ~used A ptr'®® # cache’® then
let storage’ = if dirty then refresh(storage, ptrt®¢) &
flush(cache, storage) else storage in (ptrbese, storage|[ptr®e))
let cache’ = refresh(storage’, ptr’®¢) in
let mb'=
(cache', storage’, (true, false)) in
mb’
else mb
in mb’

Figure 3.10: Cache operations.

concrete program state o € State is a tuple: (scalar, mem). We assume findmb maps a
field variable and memory state to a memory bank, indicating in which bank the field is
stored.

Figs. 3.9 and 3.10 describe the changes to a program state at each memory and pointer
arithmetic statements in CrabIR. The function [-]*"*™(.) takes a statement and a program
state and returns the computed state under RUMM. The initial state’s scalar is an empty
map. Each bank mb contains an empty cache, an empty map storage, and a (false, false)
cache flags.

The alloc statement creates a new memory object of size num, assigns it to a spe-
cific bank’s storage. The bank is determined by fld through findmb, and its allocator
constructs the object and returns its base address assigned to ptr.

The gep computes a new pointer value for ptr2 by adding an offset num to the pointer
value of ptrl. Earlier, we assume all pointer arithmetic stays inbounds, so the ptr2 and
ptrl have the same base address but (presumably) different offsets.

The load operation accesses the object pointed by ptr from the cache associated with
the corresponding memory bank. To ensure the object is cached, we use the cacheSync
function to check if the cache is missed. If so, we flush the cache back to the storage with
flush if the cache is modified, and then load the new MRU object by calling refresh. The
flush function moves the currently cached object into storage, while refresh refreshes the
cache with the object pointed by ptr. After that, the object at ptr is in the cache, so the
flag used is set to true. The value of scl in scalar gets updated by the cached field fld.
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Figure 3.11: (a) Concrete domain and (b) MRUD hierarchy.

Similarly, store updates the field for the object, using cacheSync to ensure it is in the
cache. The flag dirty is set to true, indicating the object has been modified.

Overall, RUMM offers a different way to organize C memory by partitioning it into
multiple banks, with additional space (i.e., the cache) to temporarily hold a memory ob-
ject for reads and writes. This setup is very convenient for two reasons: first, it allows
strong updates on the cache; second, it provides a straightforward memory abstraction by
summarizing all objects from the same bank into one and simplifies the design of MRUD,
as described in Section 3.4.

3.4 MRUD: Object Invariant Abstract Domain

In this section, we introduce MRUD, a new abstract domain that is a (partially) reduced
product of the domains for scalars, pointers, and objects. After setting up the domain, we
detail key transfer functions and the reduction procedure.

Similar to the concrete domain in Fig. 3.11a, the MRUD is shown in Fig. 3.11b. It
is a reduced product of four domains: (a) a numerical domain Scalar’, (b) an equal-
ity domain EZ, (c) an equality domain E%, and (d) a collection of product domains
Memory* : {MB*}. MB* is a product of two numerical domains, and three Boolean do-
mains: Cache’ x Summary? x Flag®. Fig. 3.12 shows the abstract semantic domains where
variables are mapped to unique dimensions of each abstract domain. Most domains corre-
spond to those in concrete semantics, except for a few that provide additional information.
Specifically, ng represents the value equivalence of fields and scalars, which enables in-
formation propagation between Scalar® and Cache® for domain reduction. Ef; captures the
aliasing properties of pointers, indicating which pointer refers to which object. The added
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. €
line 7 p’base ~ cacheb®se A ...

scalar € Scalar® def Num(Vger)

def

# lef
ess € E - Eq(V,zcl U Vaa) scalgr | TP eanerm cap
QB Eq)
(used, dirty, ispk) € Flag® <" Bool* x Bool x Bool Kmb used dirty ispach
o [ o]
cache € Cache® = Num(Vpq) cache
def cache after cap =2
sum € Summary# < Num(Vaq) R len =1A
dof re(luce
mb € MBf ' Cachef x Summaryn X Flagn
mem € Memory? % MB! Ccap=1A
Y 1:[{ 7'} len =0 A
of e State! L Scalarf x MB¥ x Ef x EY L |

Figure 3.12: Abstract semantic domains.  Figure 3.13: State at line 7, 2nd iteration.

Boolean domain in Flag® is a flag for later use. All domains are parameterized by relational
abstract domains like Zones [77]. An abstract state o* is represented by lattice elements
within the MRUD.

Fig. 3.13 shows the abstract state at line 7 during the second iteration of the CrabIR
example from Fig. 3.8a. We assume that the Zones domain is used for numerical domains
and VarEq is for equality domains. We only show the invariants for scalars i and sz, and
fields 1en and cap. scalar shows invariants for the scalars i and sz. The sole memory bank
mb represents the objects of type byte_but. The cache shows the invariants for the MRU
byte_buf object referenced by pointer p. This follows from the equality p*®¢ ~ cache®™° in
e,. The cache does not have any explicit invariants for fields. However, the fields invariants
are implicitly represented through the invariants in scalar and the equalities in ey, @ = len
and sz &~ cap, that connect fields and scalars. These equalities are established during field
writes. For instance, ¢ = len is there because instruction store( , plen, i) was used to
update the field 1en with scalar i. Finally, sum shows the object invariants for the objects

initialized at the first iteration. Specifically, the fields of that object satisfy len <= cap.

The most relevant transfer functions for inferring object invariants are shown in Fig. 3.14.
For the initial state of analysis, we assign all subdomain elements with T, except for flag
in each memory bank as (false, false, false). The third flag, ispk, is false to indicate the sum
does not represent any concrete objects.

For alloc, the transformer assigns a ptr as not NULL in scalar indicating the valid
address of the allocated object that ptr refers to. For gep, the transformer computes the
address for ptr2 by addition in scalar and establishes an equivalence between ptr2 and ptrl
in e,, denoting that the two pointers refer to the same memory object. For load/store, the
transformer requires that the object referred by ptr is in the cache before it is accessed.
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[ptr := alloc(fid, num)]FV™ (gf) =
let (scalar, ey, €,, mem) = o in
let scalar’ = forget(scalar, ptr) in
let scalar” = addCons(

scalar’, ptr # 0) in
let ¢,’ = forget(e,, ptr®°) in
(scalar”, e, e,’, mem)

[store(ptr, fld, scl)[FMM (o) <
let (scalar, ey, €,, mem) = o* in
let mb = findmb?(fld, mem) in
let {e,’, mb') = cacheSync*(
mb, e,, ptr) in
let (cache, sum, {_, _, ispk)) = mb’ in
let cache’ = forget(cache, fld) in
let ey’ = forget(ey, fld) in
let ;" = addEqual(ey’, scl, fld) in
let flag = (true, true, ispk) in
let mb” = (cache’, sum, flag) in
(scalar, ey", €)',
mem \ {mb} U {md"})

[ptr2, fld2 := gep(ptrl, fld1, num)]EMM (o) =

let (scalar, ey, €,, mem) = o in
let scalar’ = forget(scalar, ptr2) in
let scalar” = addCons(

scalar, ptr2 = ptrl 4+ num) in
let ¢,’ = forget(e,, ptr2°%:¢) in
let ¢,” = addEqual(

ep/, ptrlbase’ ptrzbase) in

(scalar”, ey, e,”, mem)

[scl := load(ptr, fld)[FMM (o) =

let (scalar, ey, €,, mem) = o in
let mb = findmb*(fld, mem) in
let (¢,’, mb’) = cacheSync’(

mb, ey, ptr) in
let scalar’ = forget(scalar, scl) in
let e,/ = forget(ey, scl) in
let e = addEqual(ey’, fld, scl) in
(scalar’, egy”, €)',

mem \ {mb} U {mb'})

Figure 3.14: Abstract transformers for memory operations.

The function cacheSync* in Fig. 3.15 checks for a cache miss and handles operations when
a miss happens. It tests whether ptr refers to the cached object by comparing ptr®*¢ with
cache”* in e,. When the cache is missed, the function performs pack! and unpack’. The
pack’ operation merges cache into sum. The invariants of the first cached object are copied
to sum because, initially, sum does not represent any concrete objects. We change the flag
ispk to true since the sum now holds the invariants for that object. Any subsequent packs
use the join operation. The unpack® is achieved by copying the sum as the new cache.
The pack® and unpack’ operations are similar to the fold and expand in [19] but simpler
because cache and sum are two domain values underlying the same field dimensions. After
unpacking, cache’® equals ptr®®e, signifying the cache is for the new MRU object. The
transformer then performs a strong read/update in cache without changing any invariant
stored in sum. The read/update creates an equivalence relation between fld and scl in ey
through addEqual. For field read, the transformer discards the information in scl before
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def

cacheSync*(mb, e,, ptr) =
let (cache, sum, (used, dirty, ispk)) = mb in
let (e,’, mb") =
if —used A ~equals(e,, ptr’®¢, cache’) then
let sum’, ispk’ = if dirty then pack®(cache, sum, ispk) else sum, ispk in
let cache’ = unpack?(sum’) in
let e,’ = forget(e,, cache”™¢) in
let e¢,” = addEqual(e,’, ptr’®°, cache
(e, (cache', sum/, (true, false, ispk’)))
else (e,, mb)

base) in

in (e,/, mb")

pack®(cache, sum, ispk) = if —ispk then (copy(cache),true) else (sum U cache, ispk)

unpack?(sum) = copy(sum)
Figure 3.15: Abstract cache operations.

adding the equality. For field update, the transformer forgets information about fld ahead
of setting the equality and sets dirty to true afterward.

Other abstract operators, including join UM2Y meet MYEY | widening VM2V | and nar-
rowing CMRY are computed pointwise over respective subdomains. For instance, the LMEV
is delegated to the specific join operator of each subdomain, such as V™ or LI#9. Prior to
this pointwise computation, an additional step is required: packing the dirty cache for each
memory bank and resetting it as unused. The abstract operators x* € {UI, 1, V, A} is shown
in Fig. 3.16a. The algorithm invokes a helper function in Fig. 3.16b to clear the cache in
each memory bank. After this, the subdomains are ready for pairwise computations.

We argue that the abstract semantics is sound as it is systematically derived from
the concrete semantics. At each program point, the scalar abstraction over-approximates
the set of numeric values or addresses of each scalar variable. For memory objects, the
abstraction collapses concrete objects in each memory bank into one summary (abstract)
object, also as an over-approximation. The soundness argument follows from our design
of abstraction and Galois connections. We define the concretization function as follows:

Definition 3.4.1 (MRUD Concretization). We assume that v, %4 and v are
predefined for the numerical, equality, and Boolean domains, respectively. The ~MEU .
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def
+(0f, 05) =
let (scalary, ey, ey, memy) = a§ in

I
let (scalars, e, €py, mems) = 05 in

for all mb; € mem; do
mby = qushCacheﬂ(mbl) > Update mby directly

for all mby, € memsy do

mby 1= ﬂUShCBCheﬁ(mbg) > Update mbo directly
(scalary ** scalars, e, ¥ €gfy, €9 *¥* €y, memy x* mems)

(a)
flushCache’(mb) =

if —used then

let sum’, ispk’ = if dirty then pack’(cache, sum, ispk) else sum, ispk in

(cache, sum’, (false, false, ispk’))
else mb

(b)
Figure 3.16: (a) Generic algorithm for Lattice operations; (b) Cache-flush helper function.

State’ — P(State) is defined as:

of € State. yMRU(5%) = {0 € State |
o.scalar = [num — (0, valy), ...,
ptr, — (baddry, offset,), ptry — (baddrs, offsety), ptry — (baddrs, offsets),...] A
o.mem = {mb |
mb.cache = cache” : [fld; — (0, valy), .. ],
mb.storage = {ptr3® : [fld; — (0, wvaly), .. ], ptri®™: ... ...},
mb.flag = (used, dirty)
A
[num — wvaly, ptrl®¢ — baddry, ptri® — offset,, .. .| € ¥V (0% .scalar) N
(used, dirty, ) € Y5 (% flag) A
(num, fid,),...] € Y54 (c%.es) A
(  Pr™), (ptry™e, ptr™),...] € 7% (0%.e,) A
fld, = waly, ...] € YN (0% .mb.cache) A

cache’®*

[
[
[
[fld; — waly, ...] € YN (o*.mb.sum)}
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scalar e ; scalar; e ;
Loop entry sz=1ANi=szA... pI}’“Se ~ cache®™e A ... Loop entry sz=2Ni=s8zA... p,}’“e ~ cache®™e A ...

used dirty ispack

used dirty ispack Esf .
o e sz & capacity N ...

Csf .
sz & capacity A . .. mb

mb

mrc; pacity — cedpacity = 2 A
capacity = 1 A Y
length =0 A length =1 A

“hpacity = 1 A

sum

T length =0 A
(a) state at iteration 1: s; (b) state after Line 11: s
Loop entry fcéléty‘g 2Ai=szA... | |95~ cachebese A ‘ Loop entry fcél{g% tooni=szA... | | et x cachebese A .

;szf =~ capacity A ... mb e Y Sy gszf =~ capacity N\ ...
cache
T
“mll < capacity < 2 A Mfmg capacity < 400 A
length = capacity — 1 A length = capacity — 1 A
(c) state at iteration 2: sy := s1 Ll s (d) state at fixpoint: sg; 1= 51V 59

Figure 3.17: Fixpoint computation for the entry state of the loop in Fig. 3.8a.

The function YU maps an abstract state o* to the set of all concrete states whose variable
assignments satisfy the invariants represented by the subdomains of o*. A concrete state o
belongs to YRV (o%) if the values in o.scalar are admitted by vV (o*.scalar), and similarly
for each memory bank mb € o.mem. The equality components connect these concrete
values: for example, (num, fld,) is justified by v24(o*.ey) when num and fld, have the same
value valy, and (ptr5®e, ptri®¢) is established by v¥4(a®.e,) when ptr®e and ptri®® denote
the same base address baddry. Thus, YMEU (%) collects the concrete states whose scalar
values, memory contents, and equality relations are all consistent with o*.

Fig. 3.17 illustrates the computation of abstract states at the loop entry of Fig. 3.8a. In
Fig. 3.17a, state s; represents the an abstract state at the loop entry after the first iteration
opf the loop. Since during the first iteration only one byte_buf object is initialized, the
cache in s; has the invariants only of that object: len = 0 and cap = 1, while the summary
has no objects (i.e., ispk flag is unset). The next abstract state is s, (Fig. 3.17b) after
line 11. During the second iteration, the cache is flushed for the new byte_buf object
and the summary only maintains the invariants for the flushed object. Then, s; and s, are
joined at the loop entry, resulting in sy (Fig. 3.17c). The join is pairwise across subdomains
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def
reduce(base e, base g1, €) =

let e; = project(e, Ve U Vyst) and cons = toCons(eq) in
let base 512 = project((base 45 M addCons(baseg,., cons)), Vis:) in
return base o
reduction(c?) =
let (scalar, ey, €,, mem) = o in
for all mb € mem do > Step 1: reduce from caches to base
let (cache,_, ) = mbin
scalar’ := reduce(cache, scalar, eg)
for all mb € mem do > Step 2: reduce from base to caches
let (cache, sum, flag) = mb in
let cache’ = reduce(scalar’, cache, eg) in
mb := (cache’, sum, flag) > Update mb directly
(scalar’, ey, €,, mem)

Figure 3.18: Domain reduction.

after the caches of both states are flushed. Finally, the widening operator is applied to
reach a fixpoint, as shown in Fig. 3.17d.

As the memory and scalar properties are kept separately, we configure a domain re-
duction step to exchange information between each bank’s cache and scalar through the
equalities that are introduced during load and store. We use a bidirectional reduction (see
red arrows on the right of Fig. 3.11): one direction flows from the Cache® of each memory
bank to Scalar®; the other is in the opposite. The domain reduction follows Fig. 3.18 which
reduces an abstract state as of in two steps by propagates numerical properties (1) from
each cache into scalar, and (2) from the scalar back to each cache. The algorithm com-
putes the iterated pairwise reduction through reduce which operates on each bank’s cache
and scalar. For example, Fig. 3.13 shows the cache after applying the reduction whose
values are refined for cap and 1len based on equalities generated for field updates through
scalars sz and i in scalar. The cache is reduced through the step (2) which involves reduce
converting equalities (len =~ i and cap ~ sz) into linear constraints and adding them to
scalar. Then, it performs a meet with cache to propagate numerical information from
scalar. Finally, it projects the result of the meet to the field variables, and obtains the
new cache.

A single execution of reduction refines the abstract values within cache of each bank

57



and scalar. Because it propagates only numerical properties already implied by existing
and unmodifed equality relations, the operation is guaranteed to be both reductive and
sound, as formalized in Theorem 3.4.1. For efficiency, the reduction is terminated after one
iteration for each of the two directions.

Lemma 3.4.1. reduce computes a new value baseggs such that base s TV base g

Proof. Let baseg..o = addCons(baseg,.,cons). Since addCons refines the input value by
adding constraints, it follows that baseg.s "V*™ basey.. Because the meet preserves
base oo MV base gop TV base 45 and the projection of this result onto Vg dervies base gz,
we can conclude base o TN™ base gq:. O

Theorem 3.4.1 (Structural properties of 7%V), Let MRV . State’ — State’ denote the
operator induced by Fig. 3.18. Then:

1. (Reductiveness) Yot € State?, 7MRU (gt) CMEU 5t

2. (Soundness) Vot € State?, yMEU (gMEU (5t)) = AMRU (5t)

Proof. We prove each property separately.

Reductiveness. By construction, 7%V only updates scalar and each abstract cache

in each bank by applying reduce. By Lemma 3.4.1, for every such updated component,
the result follows V%™ to the original one. That is, scalar’ °V%™ scalar, and similarly for
each updated cache. All other components remain unchanged. Hence, by the pointwise
order on State’, we have 7MAU (o) CMEU

Soundness. First, we show the forward direction MRV (g%) C MEU(zMRU(4t)),
Let 0 € vMRU(o%). By definition of v™#Y  the concrete assignments in o.scalar, the
concrete contents of each memory bank mb € o.mem, should match equalities repre-
sented by of.ey and Jﬁ.ep. The operator 7™V does not modify these equality compo-
nents; it only propagates numerical invariants already implied by the equality information.
Therefore, every numerical constraint added by #MZV is already satisfied by the same
concrete state 0. The o € yMEU(xMRU (%)) holds. Second, by reductiveness we have
aMRU(g%) CMRU 58 By monotonicity of vV with respect to CMRV it follows that
A MRU (g MRU (5£)) C AMRU () u

ot

In summary, we introduce MRUD, a composite abstract domain and its corresponding
transformer for inferring object invariants. As a reduced product of domains for scalars
and objects, MRUD is effective for scalable analysis. The reduction algorithm leverages
equalities between variables to avoid precision loss.
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3.5 Implementation

We have implemented the MRUD? in CRAB [55], a library for building abstract interpretation-
based analyses. The Memory® is implemented using a Patricia tree [87] for structural shar-
ing among multiple abstract elements during analysis. This approach prevents redundant
copying of domain values when computing the outputs of domain operators and transfer
functions, allowing efficient memory sharing for parts of the abstract state that remain un-
changed after an operation. For example, two domain elements of Memory* share memory
banks if they are unchanged during computation.

We have developed a custom equality domain based on a union-find data structure to
represent variable equivalence (e.g., x & y). The details of this domain are presented in Sec-
tion 3.2.2. Each equivalence class corresponds to a set of variables (e.g., {p"**°, cacheb‘“e}
as p*®¢ ~ cache"™* in Fig. 3.13). This structure fits the representation of equivalence re-
lations and efficiently supports domain operation. Our implementation also partitions ng
into reduced product of smaller domains for better alignment with variable packing [11].
Specifically, we use an equality domain E! for scalars and EE, in each memory bank, for
fields. The domain value of ng is the union of these smaller domain values. For exam-
ple, ¢ ~ len A\ sz &= cap is maintained as two classes ey = {i,len}, {sz, cap} which are
equivalent to splitted classes as e, := {i,a}, {sz,b} and ¢; := {len, @}, {cap, b} with special
representatives a, b.

base

For memory partitioning, we use SEADSA [16] to divide the memory used by the
program into memory banks, with each bank containing objects from the same allocation
site. As mentioned earlier, in CrabIR, a field variable represents an offset to access an object
field. The findmb function of RUMM is defined by mapping fields to their corresponding
bank. However, in practice, not all field offsets can be determined statically. We over-
approximate the values of such field by T. Improving this is left for future work.

For effective and efficient domain reduction, we use heuristics to balance precision and
performance. MRUD tracks which direction needs reduction. For example, if equalities
between fields and scalars only affect memory reads, there is no need to apply a reduction
to refine the corresponding cache. We also allow reduction to be performed on demand.
For instance, reduction is applied when an assertion is present in the program.

2Publicly available at https://github.com/LinerSu/crab/tree/VMCAI-2025.
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Figure 3.19: Scalability results. Summarization refers to Ds and MRUD to De.

3.6 Evaluation

We performed three kinds of experiments: scale, precision, and case study. All experi-
ments were conducted on a desktop computer with an Intel Xeon E5-2680 @2.50GHz, with
256 GB RAM, and are available at https://doi.org/10.5281/zenodo. 13849174,

First, the scale experiment compares the performance of MRUD (Dp) with the sum-
marization-based [55] domain (Dg) from CRAB by timing analysis of 114 programs: 5
from [55], and 109 from GNU Coreutils [17]. We used the Zones® [1(] abstract domain
for its simplicity and sufficiency in expressing (relational) memory safety invariants. The
primary goal is to show that Dy scales better than Dg due to the effect of variable pack-
ing [11] in Dy that follows from representing each partition with a different DBM, while
Ds relies on a single DBM for expressing all scalars (included ghost ones) and summary
variables. Another goal is to measure the overhead introduced by domain reduction, which
incurs extra costs. To evaluate this, we provide two additional strategies: FULL, which

3The Zones domain represents all the binary relationships between two-variable difference (including
zero), stored in a Difference-Bound Matrix (DBM).
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1 void foo(){

2 char ary1[1], ary2[2];

3 struct byte_buf ol = {.len = 0, .cap
= 1, .buf=aryl};

4 struct byte_buf 02 = {.len = 1, .cap

= 2, .buf=ary2}; Program #A Do Ds Dr
5 struct byte_buf *p; safe safe warn safe warn
6 if (/*some conditions*/) { bytebuf 3 3 0 3 0 3
7 p = &oi; bytebuf_memcpy 3 3 0 3 0 3
8 }else { bytebuf_path 3 3 1 2 1 2
“: N P = &o2; ipc_handler 3 3 2 1 2 1
|| p->len = 15; p->cap = 20; mu.lt,bytcbuf 3 3 0 3 0 3
o object 1 1 0 1 0 1
13 } range 2 2 1 1 0 2
Figure 3.20: Another C program. Table 3.1: Precision results.

applies reduction at each transfer function, and NONE, where no reduction is applied,
and compare them with the heuristic strategy, OPT. These three strategies highlight the
different costs of reduction.

Fig. 3.19 shows the timing results, with a timeout of 5000 seconds per program. Both
domains time out on 6 cases, while Dg times out on 2 more cases. Excluding timeout cases,
Do outperforms Dg on nearly every benchmark. On average, Do with NONE, OPT, and
FULL configurations is 81x, 76x, and 57x faster than Dg, respectively. This demonstrates
the advantage of composite abstract domains for inferring object invariants in large and
complex programs, regardless of the domain reduction strategy used.

We analyze ginstall from GNU Coreutils to understand why Dy is faster. The running
time for Dg is 1846s, while for Dp, it takes 273s. Most of the time in both domains
is spent on join operations, where Dg spends 600s, while Dy takes 95s. Joining in Dy
is also efficient because it allows to share DBMs across memory banks from other states
(structural sharing for Memory* domain). Another reason is that most DBMs in Dy are
small, making their joins less costly compared to Dg, where large DBMs are involved. This
efficiency is also reflected in the time to copy DBMs: Dgs takes 260s, while Dy takes 20s.

As for domain reduction, applying it at each transfer function is inefficient, as FULL
takes 144 (177) seconds longer than OPT (NONE) on average. The heuristics strategy
(OPT) effectively handles complex programs without significant performance loss.

Second, the precision experiment compares Dy against existing heap abstract do-
mains: Dgs and Mopsa with recency abstraction (Dg). Since all three domains follow
allocation-site abstraction, which summarizes multiple objects into one and treats them
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indistinguishable, it becomes challenging to precisely track field updates on individual con-
crete objects. Specifically, Ds cannot overcome this limitation. Dyr improves precision by
differentiating the most recently allocated object at the same site. Dy provides a more
general strategy by distinguishing the most recently used object. As a result, Do still
precisely models field updates after object initialization, such as field updates on lines 17
and 19 in Fig. 3.1, which either Dz or Dg cannot handle.

Another challenge is path sensitivity since unclear pointer aliasing leads to imprecise
modeling of field updates. For example, in Fig. 3.20, two byte_buf objects, o1 and o2, are
allocated separately, and a pointer p is referred to either o1 or o2. Modeling strong field
updates in line 11 requires knowing which object is being updated, but it is unknown which
object the pointer p refers to. Both D and Dg can track field updates precisely, but they
need more accurate points-to information. Dy, however, allows strong updates by placing
o1 and o2 in the same memory bank. When updating a field on either object, we load it
into the cache and perform strong updates without precise pointer aliasing.

We provide a set of 7 benchmarks* with similar code pattern like examples in Figs. 3.1
and 3.20 for evaluation and configure all three domains using the octagon domain. Ta-
ble 3.1 shows that Dy successfully proves all assertions, showing the effectiveness of our
methodology in providing a more precise memory abstraction. Conversely, Ds and Dz
largely fail due to weak updates, as discussed above.

Third, we present a case study which integrates an Abstract Interpreter (Abslnt)
into a Bounded Model Checker (BMC) pipeline for memory safety verification. This new
pipeline, AI4BMC, uses AbsInt to verify and remove a number of assertions before passing
the problem to the SMT solver.

The AI4BMC pipeline, shown in Fig. 3.21, starts by compiling and instrumenting the
input program with buffer overflow checks. Next, AbsInt is applied to remove as many of
these checks as possible. Now, the program still keeps the original loops. Then, the loops
are unrolled using a user-supplied bound for BMC. Later, we run another AbsInt round
to eliminate buffer overflow checks in the simplified program with unrolled loops. Last,
we continue with the BMC pipeline, as in SEABMC [90], that generates a Verification
Condition (VC) in SMT-LIB and uses an SMT-solver to check the VC’s satisfiability such
that the original program is safe if and only if SMT-LIB formula is unsatisfiable.

The motivation for AI4BMC is that many memory safety arguments are simple and
are established independently of loop bounds. We expect AbsInt to verify those, leaving
less work for BMC. Thus, we consider AI4BMC pipeline successful if (a) AbsInt discharges

4Available at: https://github.com/LinerSu/MRU-Domain-Benchmarks.
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Figure 3.21: The AI4BMC pipeline.

some buffer overflow checks before loop unwinding, and (b) AI4BMC requires less overall
runtime than the BMC pipeline.

We developed two benchmark suites adopted from industrial code. The first is based
on aws-c-commons verification tasks, where we reduce assertions only to memory safety.
The second is based on a more complex code from AWS C SDK in C99 implementation.
Together, there are 109 verification tasks. The benchmarks® have been adapted to simplify
control flow since proving all memory safety checks requires path-sensitivity.

We evaluate the effectiveness AI4ABMC by comparing it with SEABMC which was pre-
viously compared against other state-of-the-art tools in [90]. Our performance evaluation
focuses on these metrics: (1) Faster indicates AI4BMC outperforms BMC; (2) Slower
means AI4BMC is slower than BMC; (3) AbsInt Time expresses the run-time of AbsInt
in the AI4BMC pipeline. For precision, we provide the AbsInt Solving Rate, showing how
many checks are solved before or after loop unrolling (LU). We used MRUD for CRAB (Ab-
sInt) and chose two SMT-solvers for SEABMC: Z3° [33], and YICES2 [33]. Experiments
were conducted under 900 seconds timeout and all results are summarized in Fig. 3.22
and Table 3.2.

First, comparing performance between AI4BMC and BMC. With Z3, AI4BMC timed
out in 5 cases, while BMC timed out in 7 cases; AbsInt helped solving 2 more cases.
Excluding timeouts, AI4BMC is at least 5s faster than BMC in 16 cases. The speed-up
comes from AbsInt proving and discharging assertions checks. In 10 of these 16 cases, the
speed-up exceeds over 95%, with AbsInt completely solving the checks in 9 cases. The
other 6 cases show at least a 20% speed-up. AbsInt takes under one second on average in
all 16 cases. There are 4 cases in which AI4BMC is at least 5s slower than BMC. In two
of these, the slowdowns are due to Z3 taking 6s extra solving time on average, which is
not surprising since the SMT performance is not always deterministic. In the other two,

5Available at https://github.com/LinerSu/verify-c-common/tree/VMCAI-2025.
6We fixed the performance issue on Z3. The one we used is available at:
https://github.com/LinerSu/z3/tree/fix-performance.
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Figure 3.22: AI4BMC vs. BMC.

although Z3 solving time is decreased, AbsInt slows down by taking around 11s, roughly
a third of the total run-time.

The results with YICES2 are similar, but YICES2 is faster and exhibits better stability.
Both AI4BMC and BMC timed out in 4 cases and 5 cases individually, with 1 case where
AbsInt improves performance. AI4BMC outperforms BMC in 3 cases with at least a
93% improvement. However, AI4BMC is slower in 6 cases, 4 of which are affected by
the slowdown of AbsInt. The other 2 cases are due to the slows down of SEABMC and
Y1cEs2. The SEABMC experiences a slowdown due to lambda-encoding, where the beta-
reduction simplification time is not deterministic. While switching to array-encoding shows
the effectiveness of AbsInt, this slows overall performance for both AI4BMC and BMC.

Overall, the performance results show that AbsInt improves the overall performance of
using BMC regardless of the solver used.

Second, in evaluating the performance of AbsInt, runtime ratios depend on the total
running time of AI4BMC and the solver selected. With Z3, AbsInt takes over 40% of the
time on 65 cases, but these cases terminate within 50s, with AbsInt averaging only 0.1s
and maxing at 1.2s. For the rest of the 39 cases, AbsInt takes 40% or less, with 5 cases
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Number of Cases

Category Metric % Metric ATABMC (23) ATIBMC (Y2)
=0
Faster (Time Difference > 5s) > 95% 10 2
. others 6 1
Performance Comparison
. . < 50% 4 2
Slower (Time Difference > 5s)
others 0 4
o P > 40% 65 74
AbsInt Performance AbsInt Time in AI4ABMC time < 40% 39 99
. 100% 37 37
Precision AbsInt Solving Rate before LU < 50% 59 59
o . 100% 6 6
AbsInt Solving Rate after LU < 50% 1 1

Table 3.2: AI4BMC vs. BMC details.

exceeding 50s and 34 cases under 50s. For these 5 longer cases, AbsInt accounts for under
2%, averaging 1s with a maximum of 1.5s. For the 34 shorter cases, AbsInt contribution
was below 36%. With YICES2, the runtime percentage of AbsInt increases because YICES2
is efficient, with more cases where AbsInt accounts for a significant portion of the runtime.
In summary, using AbsInt has no big cost, compared with the solving time of SMT solver.

Last, for assertion rate, Abslnt solved more than 50% of assertions in 89 cases before
LU, completely solving 37 cases, and in 7 cases after LU, fully solving 6 cases. We only have
8 cases where AbsInt solves less than half of the checks. The reasons are: (1) the widening
operation produces too imprecise invariants that cannot be recovered by narrowing. AbsInt
needs more precise widening techniques to prove more checks; (2) Some memory safety
invariants cannot be expressed by Zones or Octagons, and instead require more complex
abstract domains such as Polyhedra; (3) Memory safety checks for C string require tracking
the length of strings that our implementation does not support. We believe using [62] to
determine the null character of each string will improve overall precision.

In this case study, we demonstrate the effectiveness of using AbsInt in the BMC pipeline.
By using the Zones, it proves most memory safety checks in this industry project and
reduces the number of checks BMC handles. This speeds up both BMC encoding and

SMT solver performance.

3.7 Related Works

To deal with a potentially unbounded number of memory objects, most abstract analysis
frameworks group memory objects together into summary objects (e.g., [19]). A summary
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object represents properties that are common to all objects it stands for. The most com-
mon summarization is Allocation Site Abstraction (ASA) [11] that groups objects by their
allocation site. In ASA, all concrete objects allocated at a certain line of a program are
represented by one abstract summary object. Since each summary object represents a set
of objects, it supports only weak updates — an assignment to the field of an object does
not override previous value, but rather adds to it, to capture that the field update may
modify only one object out of the summary. This significantly degrades analysis precision.

The loss of precision is specifically important during object creation, when an object
is first allocated and then initialized field-by-field. In ASA, because of weak updates, this
results in all properties of the summary being lost since the newly allocated object has no
properties in common with already summarized objects. A common solution, e.g., used
by Mopsa, is recency abstraction [5] that refines ASA into: (a) the most recently allocated
object, and (b) the rest. Since most recent object is a singleton, it can be updated strongly,
i.e., field updates overwrite previous values. Our approach is a further refinement that
separates objects not by recency of creation, but by recency of use. In principle, other
extensions of recency, such as [0] can be combined with our technique for further precision
improvement.

The temporary isolation of recenctly-used objects avoids invariant violations in summa-
rized objects during individual field updates. Our pack and unpack methods communicate
changes between these two types of objects. This is similar to corresponding methods
in [13], where the annotated pack/unpack statements manage transitions of mutable ob-
jects during class method calls, allowing temporary updates while maintaining class in-
variants (i.e., invariants for all instances of a given class). Similarly, JayHorn [063] uses
push/pull statements for encoding each memory access. Each pull statement reads fields
of an object to make invariants available, while a following push statement updates fields
to ensure modifications preserve invariants. The concept of pack/unpack has been used in
refinement types [91], where the inference algorithm obtains predicates with fold/unfold
operations to prevent temporary invariant violations of objects from the same allocation
site. Unlike our work, all prior work uses heuristics to manage placement of fold/unfold
operations. In contrast, our analysis automatically processes these during analysis.

The domain hierarchy in our MRUD uses two strategies. First, variable packing [11] is
used to pack program variables for fields of memory objects in each memory bank. With two
numerical domains per pack, our approach allows for the independent updating of invariants
for each bank. The packing is rarely used in computing memory properties, but Toubhans
et al. [105] introduced a product of memory domains that pack variables used for lists, trees,
and other fixed-size structures. Next, domain reduction [26] helps exchange equivalences
between scalars and object fields. This is commonly used when abstract domains are
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organized modularly. Astrée [28] combines various abstract domains in a sequence, using
reduction steps for forward and backward propagation of information between them. [29]
interprets the Nelson-Oppen procedure as a domain reduction, propagating (dis)equalities
across domains.

3.8 Conclusion

In this work, we present a new methodology for inferring object invariants that avoids
temporarily breaking invariants following the concept of caching. Our new abstract do-
main, parameterized by numerical and equality domains, organizes a structured hierarchy;,
enabling scalable analysis of complex programs. We design a reduction algorithm fol-
lowing equalities introduced across numerical domains to avoid significant precision loss.
Our results demonstrate that MRUD enhances both precision and scalability and can be
effectively integrated with other verification techniques for memory safety.
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Chapter 4

Template DBM: A New Weakly
Relational Domain

A primary goal of static analysis based on abstract interpretation is to infer invariants to
verify programs. Memory safety checks (e.g., proving the absence of out-of-bound accesses)
require tracking linear relationships between pointer offsets and object sizes, such as 4*idx
+ 4 <= sz for accessing memory. Choosing the right abstract domain is crucial, as each
domain captures different kinds of properties. For example, Zones and Octagons limit
themselves to unit coefficients and cannot express the invariants required for memory
safety. On the other hand, the Polyhedra domain can capture any linear relation but does
not scale in real applications. In this chapter, as a compromise between expressiveness and
efficiency while still covering our target properties, we introduce Template DBM — a new
weakly relational numerical domain for expressing Two Variables per Inequality (TVPI)
constraints with fixed coefficients. Template DBM supports efficient join, inclusion, and
saturation. It strikes the balance of expressiveness and cost between Zones and TVPI.
We implemented Template DBM in the CRAB library and evaluated it against Zones and
Polyhedra domains for memory safety analysis of aws-c-common from AWS and firedancer
from Solana. Our results show that Template DBM maintains its intended level of precision,
scales comparably to Zones, and is significantly more efficient than Polyhedra.

4.1 Introduction

Numerical program analysis powers static analyzers for verification and code optimization
across real-world software systems. Although using a precise relational abstract domain
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struct array_list {
int size; // allocated size
int len; // used length
int isz; // item size
void *data;

};

void main(int len, int idx) {
) if (0 <= idx && idx < len) {
struct array_list 1;

l.len = len;

l.isz = 4; // 4 bytes
l.size = 1l.isz * l.len;
l.data = malloc(l.size);

TR W N =

DN NN NN

int get_at(const struct array_list *1, 2
void *val, int idx) { 27 // Assume some code initializes 1l.data.
if (1->len > idx) { 2
int ofs = 1->isz * idx; 29 void *item = malloc(sizeof(l.isz));
void *p = (uint8_t *)1->data + ofs; 30 int ret = get_at(&l, item, idx);
3
3

assert(valid_access(p, 1->isz)); 31 assert(ret == 0);
assert(valid_access(val, 1->isz)); 2}
memcpy(val, p, 1->isz); 3}
return O;
}
return -1;

}

Figure 4.1: An example C program.

ensures accuracy, scalability emerges as a critical challenge when code size grows. For
example, Polyhedra [30] domain achieves great precision by encoding arbitrary linear in-
equalities to capture highly precise program invariants, but its operations incur worst-case
time and space complexity exponential in the number of variables, limiting performance.
However, when scalability is prioritized, some generality tends to be sacrificed. Existing
weakly relational numerical domains [79], such as [97, 78, 77], make their own sets of
restrictions.

The TVPI [97] (Two Variables Per Inequality) domain permits any linear inequalities
involving up to two variables. It operates in polynomial time, but its inequality set per
variable pair can still grow without bound due to arbitrary coefficients. To bound the
number of inequalities by the number of variables, one way is to restrict coefficients to unit
values, yielding the Unit Two Variables Per Inequality (UTVPI) domains: Zones [77] and
Octagons [78] that offer a compromise between precision and cost.

In many cases, program invariants demand more expressiveness than Zones and Oc-
tagons provide, but not necessarily the full generality of TVPI. An example in C is shown
in Fig. 4.1. The program takes an array 1ist that manages an array with dynamic size but
fixed item size (e.g., 4 bytes). Assuming the list is full, copying an array element through
function get_at requires computing an intermediate pointer p with offset idx * isz before
access. Establishing memory safety (e.g., proving the memory safety check valid_access
at line 12 stays within buffer p) requires that the given domain automatically captures the
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following invariants !:

p.offset +4 < p.size N p.offset =4 xidr N p.size = l.size N\
0<idzr A idr <llen A l.size=4x[.len A lisz =4

Neither Zones nor Octagons, which merely express Unit Two Variables Per Inequality
(UTVPI) constraints, can prove the check.

Although the generality of TVPI and Polyhedra is useful, it does not justify the compu-
tational expense. In our experience, proving the memory safety in low-level code requires
reasoning about arrays that are traversed using a stride or a step. Often the size of the
stride is the size of a memory word (4 or 8 bytes), or the size of a specific structure stored
in the array (i.e., a specific item_size). In most cases, specializing the domain to deal
with a few fixed coefficients, that are heuristically identified from program source code, is
sufficient. Restricting the space of coefficients opens a new opportunity for designing an
efficient domain that matches Zones in scalability while adding the desired precision.

We aim to extend Zones to handle TVPI constraints while leaving the complexity of
the representation and operations intact. Specifically, we introduce Template DBM, a new
numerical abstract domain to express Two Variables Per Inequality (TVPI) constraints
with fixed coefficients. Each domain element retains the form of constraints ax — by < c,
where x and y are program variables, a, b are fixed integer coefficients, and c¢ is a constant.
For example, a property constraint like p.offset = 4 % idx, originally expressed by two
TVPI inequalities, is encoded in UTVPI form as +(p.offset — 4 - idz) < 0, where 4 - idx
is treated as a ghost variable [16] 4idz. Therefore, TVPI constraints in UTVPI form, as
used by Zones, can capture complex properties like array indexing. We fix the coefficients
for representation as a template, so the cost of each operation is inherently bound by the
number of variables and the size of the template.

In summary, Template DBM is more precise than Zones but less general than TVPI,
since it only supports a subset of TVPI constraints. To validate our contributions, we
built Template DBM in CRAB [55] and evaluated it in terms of scalability and precision.
The evaluation results show that the performance of Template DBM is comparable to that
of Zones and the precision measured by the number of memory safety checks validated is
close to that of Polyhedra.

The chapter is organized as follows. Section 4.2 covers necessary definitions and opera-
tions of the Zones domain. Section 4.3 introduces a strategy for encoding TVPI constraints

'We assume a pointer value with extra information [110]: offset is the position of the referred object,
size is the object size. For brevity, we write [.len to mean 1->1en for field access.
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Figure 4.2: (a) a DBM example m, its (b) potential graph, and (c) the normal form after
applying closure.

in a difference bound matrixz and provides algorithms for saturation. Section 4.4 describes
the core operations of Template DBM. Section 4.5 presents the implementation and exper-
imental evaluation. Finally, Section 4.6 discusses related work.

4.2 Difference Bound Matrice and Zones

In this section, we discuss the necessary preliminaries for the Zones [77] domain, including
key definitions and important operations used in this chapter.

Given a set of N program variables V = {z,y, z,...} and a set of integer numbers Z
extended by infinity 400, Zones represents a UTVPI constraint system U over V of the
form: {z—y < c|z,y € VAc € ZU{+00}}. The common data structure to encode UTVPI
constraints is a Difference Bound Matrix (DBM), where rows and columns correspond to
variables, and each entry represents an UTVPI constraint. For example, the constraint
x —y < 3 is represented in a matrix m with m,, = 3°.

Typically, DBM adds an auxiliary variable vy that always takes the value 0 to encode
unary bounds such as +x < ¢. That is, x(—vg) < ¢ as my,, < ¢, and (vy) —x < ¢ as
Myy < ¢. We then work over the extended variable set Vo = V U {vp}, so a DBM has
dimensions (N + 1) x (N + 1). For brevity, we suppose the variables are integers® and
ignore explicitly describing constraints with infinite value in the rest of the chapter.

An alternative view of a DBM is as a weighted directed graph, where vertices correspond
to variables and edges with weights represent constraints. For instance, an edge x — y

2Q0ur indexing convention is the transpose of that in [77].
3While DBMs can be defined over rationals, this chapter focuses exclusively on the integer case.
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Example 4.2.1 (A DBM example).
Consider a set of UTVPI constraints over variables vy, x, y, 2:

x (—vp) <10 y—x<5h z—y<2 z (—wvg) <20

A DBM m reresenting these constraints is shown in Fig. 4.2a. Each constraint is
encoded as an entry to represent upper bound of the difference. If no constraint exists
between variables, the entry is set to +oc.

Algorithm 4.1 DBM saturation.

1: function DBMCLOSURE(m)
2 for v € V) do

3: Myy =0

4: for k €V, do
5

6

7

for : € V, do
for j €V, do
mij = min(mij, mir + mkj)

with a weight ¢ represents the constraint x — y < c¢. In this way, we can represent a DBM
compactly by storing only finite bounds (omitting +o0o entries). The graph corresponding
to Example 4.2.1 is shown in Fig. 4.2b.

As shown in Example 4.2.1, the set of UTVPI constraints entails the following conse-
quent constraints:

y<15 z—2x<7 2z<Z<17T xz—2<0 y—y<0 2z—2<0 v9y—1vy=<0

However, m only represents z < 20, even though z < 17 is implied. Since many different
DBMs can represent the same constraint set, we want to keep a DBM that represents
the tightest possible constraints between variables (i.e., a canonical representation). This
representation of m is shown in Fig. 4.2¢ and is called the normal / closed form of the
DBM. We refer to this procedure as saturation or closure.

Algorithm 4.1 computes a normal form of a DBM m. The algorithm saturates m with
all constraints that are logically implied by the existing constraints. All implicit constraints
can be derived by repeatedly applying transitivity:

Uz —y<my UFy—2z<m,,

RESULTANT
UF(z—y)+ (y—2) <mygy +my.
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Algorithm 4.2 DBM unsatisfiability check.
1: function DBMEMPTY(m)
2 DBMCLOSURE(m)

3: for i € V, do

4

5)

if mi; < 0 then
m = | PBM

which follows the Fourier-Motzkin elimination to remove the intermediate variable y. In
general, any transitive sequence of applying such rule as a dependency chain. The ter-
mination is guaranteed by a finite number of executions since the maximum dependency
chain across the matrix has N + 1 inequalities, for example:

(x—v)+(y—x)+ -+ (z—w)+ (Vo — 2) < Mgyy + Myg + -+ + Mgy + My

After the outer loop of line 4.1.4 finishes, the resulting DBM is closed. Equivalently, as
a matrix can be alternatively viewed as a potential graph, closure is exactly an all-pairs
shortest path (Floyd—Warshall) algorithm, where each iteration relaxes paths that are
allowed to use the variable k as an intermediate vertex. The running time is O(N?).

Definition 4.2.1 (Closed DBM). A DBM m over the variable set Vo = {vg,x,y,...} is
closed iff:

OVie%, m;; = 0

o Vi, g, ke Vo, myj < my,+my;

A DBM is unsatisfiable (empty) if the system of inequalities it represents has a logical
contradiction (no solution). A trivial witness is 3z € Vy, * — x < ¢ with ¢ < 0, which is
impossible since x — z = 0. More importantly, inconsistency is not always syntactically
visible in a non-closed DBM. Thus, as shown in Algorithm 4.2, we first run the closure
algorithm to ensure the DBM is closed and then check if any diagonal entry is negative. If
so, we present a special element 1 ”2Y to denote the unsatisfiable DBM.

Zones forms a complete lattice (M, TPBM | |PBM mDPBM = | DBM TDBMY where M is the
set of DBMs over V. The top element TPPM represents the unconstrained DBM (i.e., all
entries in the matrix are +00). In the following, we define the rest of lattice operations
and the concretization function. All of them are computed entrywise.
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Algorithm 4.3 DBM incremental closure.

1: function INCREMENTALDBMCLOSURE(m, s, t, ¢)
Require: A closed m; new s —t < ¢
Ensure: A closed and updated DBM

2: W= {t} > A worklist W

3: if ¢ < mg then

4:| Mgt = C |

5: for y €V, do @ = @
6: if mg + my, < mg, then \ l /

7:| My = Mgy + My | ©)

8: W =W U{y} /l\

9: for x € V), do

10: for w € W do @

11: if mys +mg, < my, then | / l \ ‘

e Mgy = Mgy + Mgy | @ = )
(a) (b)
Figure 4.3: (a) Incremental DBM closure algorithm; (b) Graph-based visualization.

Definition 4.2.2 (Concretization). Given a DBM m over the variable set Vy, the con-
cretization function YPPM of a DBM m is the set of all points in Z™ whose coordinates
satisfy the bounds expressed in m. Formally:

APEM(m) & {(s1,...,8,) €Z" | Vi,j € [0.n],8; — s; < My,

where each s; (s;) denotes the value assigned to variable v; (v;) and so = 0.

Partial Order C”PPM,  The inclusion ordering is defined pointwise on the matrix entries.
Formally, given two DBMs m and n over the same variable set V, (or same dimensions),
m CPBM n iff Vo, y € Vo, myy, < ngy. To compare two DBMs, the procedure takes O(N?)

time.

Join UPPM | The join of two DBMs m and n is defined as the pointwise maximum of
their entries. Formally, m U”PY n computes a new DBM [ whose entries match Vz,y €
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Vo, luy := max(my,, ny,). The operation runs in O(N?) time.

Meet MPPM | The meet as intersection follows the pointwise minimum of the entries.
Formally, mM?5Mpn computes [ with entries Vz,y € Vo, Iy, := min(my,, n,,). The operation
takes O(N?) time.

The standard DBMCLOSURE has a cubic O(N?®) worse-case running time, which is
inefficient for adding or updatring matrix when there are just a few new constraints added,
especially when the transfer function for assignments or guards. Moreover, analyses over
Zones typically maintain DBMs in closed form, because key operations, such as inclusion
checks CPPM | join, and meet, are simplest (and most precise) when applied to closed
DBMs. Therefore, it is preferable to have a special closure algorithm, called incremental
closure, that restores closure only on affecting entries when a new constraint is added. The
work of [7] describes the details of this algorithm and proof, we summarize it in Fig. 4.3a.

The algorithm takes a closed DBM m and a new UTVPI constraint s —¢ < ¢ as inputs.
We show the visualization of the algorithm in Fig. 4.3b. It first checks if the new constraint
is strictly tighter than the current entry mg. If so, line 4.3a.4 updates the entry for this
new constraint (the corresponding edge shown in red). The algorithm then updates other
affected entries since the new constraint may tighten others. The only affected entries are
variables that are connected to s or t. That is, any constraint that include s or t. To
do so, the algorithm first combines s — ¢ < ¢ with the existing constraint ¢ —y < my, to
derive a new constraint s —y < ¢+ my,, if this is a tighter one, the algorithm updates
Mgy in line 4.3a.7 (edges shown in purple) and adds y to the worklist W. Note that the
worklist contains all variables w € W where m contains UTVPI constraints s — w < my,,.
After finalizing W, the algorithm updates the matrix entries (in line 4.3a.12) by combining
r— 8 < mys and s — w < My, to derive z — w < mys + My, (edges shown in and
green). The algorithm runs in O(N?) time, which is more efficient than the full closure
shown in Algorithm 4.1.

We have described the necessary preliminaries for the DBM and Zones domain. In the
following sections, we introduce our new domain Template DBM based on an extension of
the DBM to represent TVPI constraints with fixed coefficients.

4.3 Template DBMs

In this section, we present a new DBM, tDBM (for template DBM), that extends the
classical DBM for representing TVPI constraints. For any TVPI constraint ax — by < ¢
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with non-unit coefficients (i.e., max{a,b} > 1), tDBM introduces extra dimensions for
variables with non-unit factors and storing ¢ at the ax,by entry. For example, tDBM
associates a dimension for 4idx to capture a constraint like 4 * idr — y < 0. These extra
dimensions depend on a predefined coefficient template 7. We assume T = {a, b, ...} with
size |T| = K and always include 1 in 7. As usual, we use vy with value 0 for +az < c.

tDBM falls between the system U and a TVPI constraint system Z = {ax — by <
clz,yeVANa,be Z= Ac e Z} where a,b are positive coefficients. Specifically, a tDBM
represents a constraint system Zr C Z over variables V and coefficients 7 of the form
{ax —by<c|z,yeVAabeTAcel}

Fig. 4.4 shows how a tDBM represents the TVPI constraints necessary to guarantee
that the memcpy (i.e., the assertion on line 4.1:12) access buffer p remains within bounds.
The given tDBM extends two extra dimensions for expressing relations for 4idz and 4l.len.
To improve readability, we decompose the tDBM m := (m, m") into two submatrices: a
classical sub-DBM, m, that covers dimensions for UTVPI constraints z — y < ¢, and an
extended sub-DBM, m™, that handles TVPI constraints with fixed non-unit coefficients
ax — by < c.

The constraint p.offset — p.size < —4 (denoted as ¢) is needed to prove the assertion
on line 4.1:12 is valid. However, this constraint (and all constraints colored in purple)
is implicit and can only be inferred from the constraints colored in green. Resolving
¢ requires inferring c2 : p.offset — l.size < —4, where ¢2 also needs another constraint
c3 1 p.offset — 4l.len < —4 to be implied. Section 4.3.1 shows how to compute those
implicit constraints.

For the rest of the chapter, we use row(az) and col(ax) to refer to the row and column
indexes, respectively, in the m associated with variable x and coefficient a. To access
the item in m, we use Myow(az)col(by) OF SIMPLy Mz, to refer to the difference bounds for
inequality az — by < M4y For elements represented for UTVPI constraints, we write
My For elements of other TVPI constraints, we write Mgz by, Mazy OF My py. 1O access
the difference bound for any TVPI constraint [, we denote it as m;.

A single TVPI constraint can be represented in a variety of equivalent ways. For
example, 2x — y < 3 is equivalent to 4o — 2y < 6, 62 — 3y < 9, etc. To keep as many
constraints as possible in tDBM, we normalize each TVPI constraint ax — by < c into a
template expressible form so that its coefficients fit the coefficient template 7 (if possible).
This is justified by the following inference:

Trar—by<c deZ' (d|a) (d|b)
a=a/d d €T bV=0b/d VeT d=Jc/d deZ
Irtad -2 —b-y</d

SCALING
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m:
—idr <0 —llen < -1 vg lisz llen l.size idr p.offset p.size
4<lisz<4 ide — llen< —1 v too —4 -1 +oo 0 oo Hoo
lisz 4  +4oo +oo 400 400 400 +00
p.size — l.size <0 l.size — p.size< 0 Llen | 400 400 400 400 400  +oo 400
. . l.size | +00 +00 +00 400 +00 400 0
.offset — p.size< —4  p.offset — l.size< —4
p-off p - p-off - idx 400 400 -1 +4o00 40  +o© 400
p.offset | +o0 +o00 400  —4 +oo  +o0 —4

p.size | +00 400 400 0 400 +o00 400

+ .
m mt :
.offset — 4idx< 0 didz — p.offset <0

p-off - p-offset < ‘ p.offset 4didx 4l.len [.size

4l.len — l.size< 0 p.offset — 4l.len< —4 p.offset | +o0 0 1 Too

l.size —4l.len <0 didx 0 too  t+oo 400
4l.len +00 400 400 0
l.size +00 400 0 400

(a) (b)

Figure 4.4: (a) DBM-related constraints and (b) a tDBM m.

The rule scales the coefficients by a common divisor d to produce an equivalent inequality,
where the new coefficients a’ and o' are elements of 7. For example, for T = {1,2,3,4},
the rule scales the constraint 8z — 4y < 8 to 2x — y < 2 (divided by 4). In practice, we
keep just one equivalent form, as others like 4x — 2y < 4 are ignored. The purpose of this
rule is to convert TVPI constraints into the expressible forms before matrix updates.

4.3.1 Saturation

To achieve a full (closed) representation, we saturate tDBM by exhaustively deriving all
implicit constraints until a fixpoint is reached. We present a saturation algorithm for
tDBM based on Fourier-Motzkin variable elimination. Each implicit inequality is deduced
following this rule:

IThar—by<c Ihkdy—ez<f g=gcd(byd) M\ =d/g I=0b/g

RESULTAN
TF(a) -7 — (0a€) -2 < Met Mof FRULEANT
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Algorithm 4.4 Nelson-driven [36] tDBM saturation.
1: function NELSONTVPISATURATION(m)
2 for i € {0,...,[lg(N)] — 1} do
3: for x,y,2 €V do

4: for a,b,d,e € T do

5

6

7

C = max,bya f = mdy,ez
if a'z — b’z < = SCALEDRESULTANT(az — by < ¢,dy — ez < f) then
m:=mU{dx -0z <}

which eliminates variable y and yields a new inequality. For instance, consider the two
TVPI constraints 2x — 3y < 5 and 9y — 22z < 5. Eliminating y through the rule yields
6x — 2z < 20. If this constraint cannot fit the coefficient template (e.g., T = {1,2,3,9}),
we apply SCALING rule to rewrite it as 3z — 2z < 10.

Algorithm 4.4 saturates an input tDBM by iteratively applying RESULTANT to pairs of
existing inequalities until the iteration limit [lg(/N)]|—1 is reached. We cap this bound since
by then applying the RESULTANT guarantees a contradiction witness [26]. The RESULTANT
is extended as SCALEDRESULTANT which applies SCALING after to produce an expressible
form. The time complexity is O(K*N3[g(N)) when a matrix is dense.

Since the tDBM does not express arbitrary TVPI constraints, the algorithm only in-
troduces implicit inequalities within the available dimensions or tightens the existing ones.
A tDBM m as complete if and only if, for every constraint ¢ over a variable set U that m
satisfies, the projection of m (i.e., restricting constraints) to U still satisfies c.

During the saturation process, however, Algorithm 4.4 cannot guarantee the result
tDBM is complete, since the derived constraints may not be expressible in the tDBM. For
example, for T = {1,2, 3,4}, a tDBM m represents {20 —3y < 6 A y—4z <8 A 3z—2w <
7}. Despite the coefficient template, applying the RESULTANT rule iteratively derives a
new set of constraints {z — 6z < 15,3y — 8w < 52,z — 4w < 29} at the fixpoint. However,
to derive x — 4w < 29, tDBM requires representing either x — 62z < 15 or 3y — 8w < 52.
Thus, m is not complete.

Choosing the coefficient template 7 is crucial for completeness. For instance, if the
template contains coefficients that are powers of two, running the Algorithm 4.4 guarantees
that all implicit constraints are derived and representable.

Theorem 4.3.1. Given a tDBM m, Algorithm 4.4 computes a complete tDBM m' under
the TVPI system Lt if and only if all implicit constraints are expressible.

78



Proof. Since all implicit constraints are expressible, Algorithm 4.4 strictly follows Lemma
1 in [80]. O

While Algorithm 4.4 does not promise full completeness, it is sufficient for our purposes.
Consider the example shown in Fig. 4.4, to derive the marked constraint p.offset — p.size <
—4, below are the constraints derived at each iteration:

1. p.offset — 4idx < 0 and idx — l.len < —1 derives p.offset — 4l.len < —4.
2. p.offset — 4l.len < —4 and 4l.len — [.size < 0 produces p.offset — l.size < —4.

3. p.offset — l.size < —4 and [.size — p.size < 0 gives p.offset — p.size < —A4.

The RESULTANT rule specializes to the standard DBM closure whenever b = d, and
this closure is not limited to UTVPI constraints. For example, any pair of constraints such
as 2x — 3z <4 and 3z —y < —1 can also use the DBM closure to derive 2x —y < 3. This
gives us the opportunity to reuse that routine and to build a tDBM saturation on top of
it. Overall, we iteratively apply RESULTANT by decomposing it into two steps:

I.(b#£d)ar —by <cANdy—ez < f SCALEDRESULTANT, 1 _ B 5 </
2. (b=4d) ax—bygc/\dy—ezgfwax—ezgc—i—f

Step 1 aligns TVPI constraint coefficients to eliminate y. Step 2 reuses the standard
DBM closure. Accordingly, Algorithm 4.5 shows a tDBM version in which TVPIREDUCE
handles the first step and DBMCLOSURE operates the second. By Theorem 4.3.2, algorithm
is equivalent to Algorithm 4.4.

Theorem 4.3.2. Given a tDBM m,

NELSONTVPISATURATION(m) = DBMTVPISATURATION(1m)

Proof. For any input tDBM m, Algorithm 4.5 repeatedly invokes T'VPIREDUCE (with
coefficient alignment) and DBMCLOSURE (no alignment). This is identical to applying the
RESULTANT rule in Algorithm 4.4. Even the new derived constraint can be used directly
during iteration i, with the guarantee of the loop upper bound [lg(N)]| — 1, ensuring that
all implicit constraints are ultimately captured in the matrix, regardless of the order of
steps (earlier or later). O
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Algorithm 4.5 A DBM closure based saturation for tDBM.
1: function TVPIREDUCE(m)
2 for z,y,2 € V do
3 for a,b,d,e € T Ab+# d do
4: C:= max’by, f = mdyﬁz
5: if a'r — bz < = SCALEDRESULTANT(ax — by < ¢,dy — ez < f) then
6
7
8
9

m:=mU{dz -0z <}

: function DBMTVPISATURATION(m)
for i€ {0,...,[lg(N)] — 1} do
10: TvVvPIREDUCE(m)
11: DBMCLOSURE(m)

As the above example shows, the first implicit constraint p.offset — 4l.len < —4 is
derived from TVPIREDUCE, and the other two from DBMCLOSURE.

Our purpose is extending DBM to support TVPI constraints using a small coefficient
template. Experiments in Section 4.5 show that using three active coefficients suffices, and
TVPI constraints with non-unit coefficients remain few compared with UTVPI constraints.
Thus, running TVPIREDUCE is cheap, and DBMCLOSURE runs nearly as efficiently when
only UTVPI constraints are present.

4.3.2 Incremental Saturation

Existing abstract domains for DBM apply an incremental closure [16, 80, 7, 15] to restore
DBM in closed form after each assignment or constraint strengthening, making this proce-
dure the dominant use. By updating only the affected entries in the DBM, the algorithm
runs more efficiently than the full saturation (closure) algorithm. In this section, we present
a worklist-based procedure that incrementally applies the RESULTANT rule to propagate
new constraints.

Algorithm 4.6 gives the pseudocode for incremental saturation. It adds the new con-
straint ax — by < ¢ into m. Once the input constraint is tighter, the algorithm first collects
all existing constraints involving y (in positive occurrence) and applies the RESULTANT
rule to eliminate it, as shown in the purple box, then repeats for = ( box). Each
elimination step produces new constraints that contain only one of the two variables, x
or y; we store them in the worklists W, and W), respectively. We present a graph rep-
resentation (shown in Fig. 4.5a) that illustrates and highlights the edges added to each
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Algorithm 4.6 Incremental saturation for tDBM.
1: function TVPIINCREMENTALSATURATION(m, ax — by < ¢)

2: m:=mU{ax — by < ¢}

3: W, ={},W, ={}

4: for dje,w € T xT xV do > successors related to vy
5: if 'z — ¢'w < ¢ = SCALEDRESULTANT (ax — by < ¢,dy — ew < mMgy.e,) then
6: m:=mU{dz —ew <}

7: W, =W, U{dz - cw <}

8: for d,e,z € T xT xV do > predecessors related to x
9: if ¢z — b'y < ¢ = SCALEDRESULTANT(ez — dx < M 4z, ax — by < ¢) then
10: m:=mU{ez -y <}

11: W, =W, u{ez—-0by <}

12: forez —by <ce W, do

13: ford,g,weT xT xV do > successors related to vy
14: if ¢’2—¢'w < ¢ = SCALEDRESULTANT(ez — by < ¢,dy — gw < Mgy ) then
15: m:=mU{ez—gw <}

16: for ar —ew < ce W, do

17: for d, g,z €T xT xV do > predecessors related to x
18: if ¢'z—e'w < ¢ = SCALEDRESULTANT (g2 —dz < My, 45, az —ew < ¢) then
19: m:=mU{¢z—cw<}

list in their corresponding colors. Next, we reuse those derived constraints to completely
eliminate either y or « (green box). As a result, none of the new constraints include y
and x. Specifically, we derive constraints between z and w through the transitive chain
{z, 2}, {x,y}, {y, w} (see the green edge in Fig. 4.5a).

To illustrate how Algorithm 4.6 works, given a set of constraints with no implicit ones,
represented by a tDBM over the coefficient set T = {1,4}:
idx — len < —1 size — 4len <0 4len — size < 0
4idr — 4len < —4 4idr — size < —4
Suppose we add ofs — 4ider < 0 and perform incremental saturation. The algorithm

finds all inequalities involving idx and ofs: idx — len < —1, 4ide — 4len < —4, and
didx — size < —4. Applying the RESULTANT rule to eliminate idx yields ofs — 4len <= —4
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and ofs — size < —4. With no existing constraints involving ofs, no further constraints
can be derived, and the tDBM is once again closed.

Lemma 4.3.1. Suppose a tDBM m s closed under system Ly, adding a new constraint
[ =ax — by < c by Algorithm 4.6 yields m' which is satisfiable if and only if:

7
1 Mgy 4y < C

2. Jdo € m,dx — ew < f := SCALEDRESULTANT([, 0), M}y, .., < f
8. Jo € m,dz — ey < f 1= SCALEDRESULTANT(0,1), M}, ., < f

4. for any constraint dz—ew < f derived through the transitivity chain: {z,z}, 1, {y, w},
miiz ew S f

Theorem 4.3.3. Given a tDBM m and a new constraint ax — by < ¢, Algorithm 4.6 com-
putes a complete tDBM m' under the TVPI system Lt if and only if all implicit constraints
are expressible.

Proof. Since all implicit constraints are expressible, Algorithm 4.6 strictly follows Lemma 4.3.1.
O

The time complexity is O(K*N?). The correctness of Algorithm 4.6 is guaranteed by
the Lemma 4.3.1. Due to the limitation of the coefficient template, running Algorithm 4.6
guarantees completeness if all implicit constraints are derived and representable in the
tDBM. After incremental saturation, contradictions can be detected by identifying negative
cycles (Section 4.4).

4.4 Template DBM Abstract Domain

Template DBM is a new weakly relational domain focused on inferring and checking program
properties expressible as TVPI constraints. It is based on tDBM, where each constraint
ax — by < ¢ corresponds to a specific entry in the matrix.

The concretization function v*P2" maps a tDBM m to a set of all possible values

assigned for variables that satisfy all potential constraints in m. Formally:

A

DEM () 2 {(sy,...,8,) €EZ" | Vi,j € [l.n],a,b € T,a-s; — b5 < Mav,bo, }

Y
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Figure 4.5: (a) Graph view of the tDBM update after adding ax — by < ¢ with new edges
highlighted and the green dashed edge marking all implicit constraints between z and w;
(b) The lattice operations of Template DBM.

s; (s;) represents a value for a variable v; (v;).
A tDBM m is unsatisfiable (empty) when repeatedly applying the RESULTANT rule
yields a contradiction. For example, a tDBM m with coefficient template T = {1,2,3,4,5}:
20—x <3 S5r — 3z < =22 22z —bp < -2 3p—4y <0

It is unsatisfiable because an implicit inequality 3p — 2z < 6 contradicts another implicit
one, 2x — 3p < —10, following:

1. applying RESULTANT rule for 3p — 4y < 0 and 2y — x < 3 derives 3p — 2z < 6.

2. from b5z — 3z < —22 and 2z — 5p < —2, RESULTANT derives 2z — 3p < —10.

As Nelson [$0] showed that iterating the RESULTANT rule through saturation Algorithm 4.5
exposes a contradiction. Thus, the unsatisfiable check boils down to inspecting a saturated
tDBM m: 3z, y € V, a,b €T : Mgy + Miyaz < 0.

A tDBM is bottom (resp. top) if and only if its DBM is bottom (resp. top). For
other domain operations, we leverage DBM operations for efficiency. All are defined in
Fig. 4.5b. Each operation performs element-wise matrix updates and runs in quadratic
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Algorithm 4.7 Transfer function for assignment.
1: function TVPIASSIGN(m, [z := €])
2 T :={}
3 ife=a, -z +ay -2+ ...+a, z,+cAVie[l.n]:a €Z> then
4 for i € [1..n] do
5: ey = Z#i aj -z + (a;—1) -z, +c > dropping x;
6
7
8
9

T:=TU{y—m <el;r,—y<ey,}

if a; € T then
Cai = D4 0j - T+ C > dropping a; - T
T:=TU{y—amw; <e;ami—y<e,}

- at)?

10: else

11: T:=TU{z<e",—z<—e}

12: fort €T do

13: m := TVPIINCREMENTALSATURATION(, t)

time O(K2N?) at worst. All domain operations are safe approximations, but not the best
(except for meet). For example, LI"PPM combines two tDBMs by taking the element-wise
maximum of their entries. However, a more precise approximation is obtained by finding
the extreme points of the convex hull and reconstructing the TVPI constraints accordingly.
Consider a join of two abstract states s; and ss:

s1:— 1 <ONT <IN —-—Cc<10Ac< -1 s2:1=10ANc=0

The convex hull join computes the result state as —: < 0A7 < 10A—c < 10Ac < 0A10c—i <
—10 A 10i — ¢ < 100. In contrast, s1 UPBM s2 as —i < 0AT < 10A —c < 10 Ac < 0.
While join can be designed using the convex hull algorithm, our design is simpler and takes
operations from DBM directly.

The primitive operations during analysis are the addition or removal of variables. For
an assignment z := e, we define the transfer function (see Algorithm 4.7) that handles
two cases. When e is not a linear expression, we over-approximate its value by its interval
[—e™, eT]; otherwise, we approximate it more precisely by using interval information to it-
eratively drop variables on e until the remaining constraint follows the TVPI form. We first
approximate assignment in UTVPI form, since our tDBM natively represents them. Next,
we attempt to convert the assignment to TVPI form. If e involves any unbounded variable,
we conservatively approximate its value as T. Finally, we insert each new constraint with
incremental saturation to maintain closure. Although more precise approximations exist,
this simple approach is effective for analyzing programs such as Fig. 4.1. As an example,
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let us consider the assignment ofs = 1->isz * idx at line 10 with a pre-abstract state:
liasz <4 N —lisz < —4 AN —ide <0 A ---

Although the expression 1->isz * idx is non-linear, we know from the pre-state that 1->isz
is lisz < 4 AN —l.isz < —4. It is safe to rewrite that expression as 4 * idx and then
invoke the Algorithm 4.7. The assignment thereby is abstracting as two TVPI constraints,
+(ofs — 4idzx) < 0, and one UTVPI constraint, idz — ofs < 0, since idz has a known lower
bound. After incremental saturation completed, the resulting state remains closed.

For variable removal, we denote Jz.m for eliminating all constraints on x from the tDBM
m. In practice, this simply means dropping all rows and columns for x (including ghost
variables). To preserve precision, saturating m is required before existential quantification.

4.5 Implementation and Experimental Evaluation

We have implemented Template DBM* in the CRAB library [55]. We reuse the implemen-
tation from [10] as the underlying DBM which is tailored to make use of a direct graph
m = (V, E). Nodes V' correspond to the combination of variables and coefficients V x T
and each constraint axz — by < c is represented as a directed edge ax ~ by. The graph
representation avoids the O(K?N?) space of a matrix, since inferred constraints are often
quite sparse during analysis [15], especially after widening in loop-invariant computation
[98]. Besides, the graph representation can efficiently perform the domain operations. For
example, the join can be implemented by merging two graphs and taking the maximum
weight for each edge. The inclusion check m; CPPM 1, can also be done by checking if
all edges in my can be entailed by edges in my, which can be done in linear time w.r.t
the number of edges (inequalities) |F|. The implementation for the remaining domain
operations follows algorithms discussed in Section 4.4.

For efficiency, we implement incremental saturation instead of full saturation (Algo-
rithm 4.5) for analysis. It performs local updates on each new assignment or assumption
for low amortized cost. Our implementation of Algorithm 4.6 is based on DBM incre-
mental closure. This special version splits into two phases: first, it runs Algorithm 4.6
where the RESULTANT rule only applies to cases requiring coefficient alignment; then it
invokes INCREMENTALDBMCLOSURE with previously derived constraints to finish satura-
tion. While this version misses constraints since implied constraints from phase two can

4Available at https://github.com/LinerSu/crab/tree/tvpi_dbm
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be used at once, later experiments show that this version preserves good precision and
performance.

In the chapter, we demonstrate how Template DBM infers constraints to check for
buffer overflows in Fig. 4.1. This example is from a case study in [I01], where an abstract
interpreter preprocesses the program to prove and remove memory safety checks before
a bounded model checker completes verification. These checks as assertions guard each
memory access, and the interpreter proves them both before and after loop unrolling. We
reuse this study to evaluate Template DBM performance and precision in proving memory
safety, while the details of how the interpreter works are outside the scope here. We also
omit discussion on interpreter effectiveness, as it has already been discussed in [101].

The benchmark suites originate from two open-source production codebases: aws-c-sdk
and firedancer, with a total of 139 benchmarks®. Note that benchmarks drawn from
aws-c-sdk include the aws-c-common component. These suites cover programs from sim-
ple arithmetic computations to complex data structure manipulations. The benchmarks
also include loops to evaluate domain operation performance and precision in proving as-
sertions before and after loop unrolling. The experiment here measures how the interpreter
using different numerical domains performs as the program size varies.

We compare Template DBM with the Zones (UTVPI) and the Polyhedra (linear inequal-
ity) domains. Because Template DBM and Zones use the same DBM implementation, Zones
serves as the baseline for precision and performance comparison. We choose Polyhedra in-
stead of the original TVPI [97] because our experimental results (as shown later) indicate
that Template DBM achieves nearly the same precision as Polyhedra on most benchmarks.
Besides, the TVPI implementation® is unmaintained. Having a direct side-by-side evalua-
tion is challenging. For Polyhedra, we use the implementation from the ELINA library [99].

For consistency, we choose the same configurations for running all domains. Template
DBM employs a predefined coefficient template {1,2,3,4,5,8,10,16,24,32,40} with 11
heuristic numbers. Each task is given a timeout of 600 seconds. All experimental results
are collected from a machine with an Intel Xeon E5-2680 ©@2.50GHz, with 256 GB RAM.
The artifact and results are available at https://doi.org/10.5281/zenodo.16075045.

All performance results for analyzing each program before and after loop unrolling are
shown in Fig. 4.6. Zones timed out on 5 before unrolling, and on 2 after. Template DBM
has 1 more pre-unrolling timeout case than Zones. Polyhedra timed out 8 more times
than Zones before unrolling and 1 more after. As shown in Fig. 4.6a, Template DBM runs

5Available at https://github.com/LinerSu/TVPI-Domain-Benchmarks
6The original implementation is at https://github.com/axel-simon/tvpi.
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Figure 4.6: (a) Zones vs. Template DBM and (b) Polyhedra (PK) vs. Template DBM.

slower but remains within a similar range to Zones after excluding timeouts. Before loop
unrolling, Zones averages 0.2s (SD = 0.6) and Template DBM 0.4s (SD = 1.9); after loop
unrolling, Zones takes 0.1s (SD = 0.5) and Template DBM 0.2s (SD = 0.7). We achieve
similar running times because it extends dimensions to support TVPI constraints. Since
not all variables require extra dimensions, the size of Template DBM remains comparable
to Zones in most cases. However, as the graph shows one additional timeout and one major
slowdown (i.e., the 19 seconds to complete), we diagnosed these and conclude that heavily
dimensioned matrices harm operation speed. This limitation can be addressed in future
work by implementing a more efficient join algorithm and involving a geometric approach
to remove redundant constraints, such as the filter operation introduced from the original
TVPI work [97]. In Fig. 4.6b, Polyhedra does not scale well, with 2.5s (SD = 15.0) average
analysis time before unrolling and 2.2s (SD = 7.4) after unrolling. Overall, Template DBM
has performance comparable to Zones and is faster than Polyhedra.

Precision is evaluated in terms of how many assertions are successfully proved in each
domain. The compared results before and after loop unrolling are shown in Table 4.1.
We keep assertions proved before loop unrolling instead of discharging and prevent reprov-
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Before loop unroll After loop unroll
Total Zones tDBM PK Total Zones tDBM PK
array_list 24 5% 83%  83% 62 61% 65%  65%
aws-c-sdk hash_table 498  83% 8% 8% 2171 54% 58%  58%

suite category

others 1689  67% 67%  67% 2853  56% 59% 59%
tango 33 36% 85% 100% 151 17%  85% 100%
firedancer util 106 62% 62%  62% 195 % % 8%
others 270 24%  24% 11% 305 95%  95% 86%
total 2620 65% 66% @ 65% 5737  57T%  62% 62%

Table 4.1: Precision across Zones, Template DBM (tDBM), and Polyhedra (PK).

ing them by adding assumptions. This approach explains why the total assertions grow
dramatically after unrolling.

In the table, regardless of loop unrolling stage, the number of assertions proved by
Template DBM lies between Zones and Polyhedra. We are more precise than Zones because
proving assertions requires TVPI constraints, which Zones cannot express. For instance,
in array_list, hash_table, and tango categories, most assertion checks require constraints
like offset x 4 — size < 0 with offset as pointer offset and size as object size, thus driving
significantly different assertion rates across domains. Compared to the “others” category
from aws-c-sdk, where almost all domains prove the same number of assertions since most
checks only require UTVPI constraints to prove. An important observation is that analyz-
ing each benchmark uses fewer than three coefficients from the template. Consequently,
the number of non-unit coefficient TVPI constraints grows sparsely yet remains sufficient
to verify most assertions.

On the other hand, Template DBM and Polyhedra solve assertions at similar rates across
most benchmarks. There are 8 benchmarks where Polyhedra solves extra 9 assertions before
and 59 after unrolling. Among these 8 cases, Polyhedra covers more general linear inequali-
ties, such as x +y+ 2z < 10, that neither Zones nor Template DBM support. Template DBM
also fails to prove some assertions due to its limited support for the assignment transfer
function. The implementation only handles the form x := e and not scaled assignments
such as 24 x x := 24 x e, though it can be notably improved. However, these assertions
represent only a small fraction of all benchmarks and assertions.

In the “others” category from firedancer, Polyhedra proves fewer assertions than either
Zones or Template DBM. It fails on 79 assertions on 4 cases before loop unrolling and 52
across 4 cases after unrolling. ELINA library logs report coefficient-overflow and vector-
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product exceptions 7 during these analyses, which cause imprecision. To isolate the ELINA
flaw, we use the APRON [60] and PPL [1] Polyhedra as back-ends to verify these cases;
either they got the same assertion rate as Template DBM or timed out. We therefore
conclude that Polyhedra can, in theory, prove these assertions but, as Table 4.1 shows, it
fails due to limitations in the ELINA implementation.

Overall, our experiment demonstrates that Template DBM offers greater scalability than
Polyhedra while providing higher precision than Zones.

4.6 Related Work

We have already seen some abstract domains close to our work in Section 4.1. This section
explores their deeper connections and examines alternative approaches.

The TVPI domain, originally from [97], represents arbitrary inequalities of the form
ax + by < ¢ with a,b,c € Q. Our work restricts this to ax — by < ¢ where a,b € T (a
predefined coefficient template) and ¢ € Z, matching the DBM structure for difference
bounds. One way to extend our tDBM is to introduce dimensions axt and az~ (where
ax® = —ax”), as in the Octagons domain, to represent more general TVPI constraints
+ax + by < c¢. However, this dimensional increase may cause a blow-up and thus degrade
performance.

Our work instead prioritizes scalability, which relies on the underlying DBM operations.
Template DBM performs saturation to expose all implicit constraints, directly applying the
standard DBM operations without altering its structure. In contrast, the original work
treats constraints as a geometric polyhedron, leading to very different design choices for
domain operations.

Our work aims to limit the form of TVPI constraints by fixing the coefficient tem-
plate. A similar approach has been applied in other abstract domains. Logahedra [50] is
a TVPI-based domain which restricts coefficients to powers of two. The work also intro-
duces a bounded version, which limits the exponent and thus represents a finite set of
inequalities. This version preserves cubic time complexity for core operations like comple-
tion and join. Unlike Logahedra, our domain allows custom coefficients, offering a more
flexible configuration since array strides are not always powers of two 8. Template Polyhe-
dra [95] domain fixes linear expressions ahead of time by a predefined template and tracks

"Tssue report: https://github.com/eth-sri/ELINA/issues/39
8In the hash_table category, we capture TVPI constraints requiring a coefficient of 24, which is the
allocation size of a C structure without alignment.
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linear inequalities only for those expressions. As a result, each abstract operation runs in
polynomial time relative to the number of template expressions. However, the template
must be chosen heuristically at each program location, and each post-condition operation
invokes a linear programming (LP) solver to compute the tightest bound for each template
expression. Our approach requires only one coefficient template to restrict the TVPI form
and computes post abstract states efficiently using the incremental saturation algorithm
we propose whenever a new assignment or assumption is added.

The Weighted Hexagon [1/] domain captures invariants of the form x € [—a,b|Ax < a-y
where a,b € 129 with I representing reals or rationals. It features at most six edges per
pair of variables and provides a transitive closure algorithm in cubic time. However, it is
less expressive because x < a - y relations are limited to only the maximal and minimal
slopes, and the domain cannot represent constraints with constant offsets. For example,
x — 2y < —3 can only be over-approximated as z < 2y. The Stripes [11] domain expresses
linear inequalities of the form x —a- (y[+z]) > b with a,b € Z. It serves only as a subdomain
for the symbolic representation of such inequalities and for propagating information back
and forth between other subdomains. It is built in CLousoT [10] and serves a similar
purpose, but with a different trade-off between precision and efficiency, and with different
expectations of surrounding domains. For example, Stripes assumes that equalities are
maintained by some other domain along it. This makes direct empirical comparison with
Template DBM difficult since they are not easily implemented within the same system.

4.7 Conclusion

We introduce a new weakly numerical abstract domain, Template DBM, representing in-
equalities of the form ax — by < ¢, between pairs of variables x and y, where a and b come
from a predefined coefficient template and c is an integer constant. This work shows how
to use a DBM to represent domain elements. We provide algorithms for full saturation,
incremental saturation, and lattice operations for the domain. In terms of precision and
performance, Template DBM lies between the Zones and Polyhedra domains. Our experi-
ments demonstrate that its runtime is comparable to Zones, while the number of assertion
checks it solves for memory-safety verification is close to that of Polyhedra.

90



Chapter 5

Taint Analysis via Heap-Aware
Propagation

Taint analysis for C depends on how precisely the analysis tracks tainted values as they flow
through memory objects. Without field-sensitivity, a tainted object field can spuriously
taint an entire object, producing significant false alarms. In this chapter, we present a field-
sensitive taint analysis that combines Data Structure Analysis (DSA) for field-sensitive
points-to information with a data-flow analysis for tracking explicit dependencies. We
identify that existing DSA-style analyses lose precision on a common object pattern: a C
struct object that mixes scalar fields with a flexible array member. When such an array is
accessed with symbolic indices, DSA loses points-to field sensitivity for the entire object,
inflating false alarms in the data-flow analysis.

To address this, we propose I-DSA, which extends DSA by representing field positions as
intervals, allowing tracking of pointers with symbolic bounds without losing field sensitivity.
We further develop a data-flow analysis based on abstract interpretation and integrate it
with an existing value analysis to prune flows along paths that are provably infeasible. We
implement I-DSA on top of SEADSA and the data-flow analysis inside CRAB. Our tool
targets LLVM IR and supports configurable taint policies by instrumenting the IR with
taint intrinsics. FExperimental results demonstrate that I-DSA reduces false alarms on
programs with the targeted memory patterns with no measurable performance overhead.
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5.1 Introduction

Modern software systems, including network utilities, databases, and serialization libraries,
continuously process external inputs and API requests. These interactions increase the risk
of unintended information leaks [35] or malicious data breaches [33, 84]. Taint analysis [3,
, | addresses this risk by checking whether untrusted or sensitive data can reach
critical sinks, such as diagnostic logging, where private information may be exposed.

The main challenge of taint analysis is the high rate of false positives caused by over-
approximation of taint flows, which leads to spurious warnings and unreliable leak de-
tection. This imprecision arises from two main sources: field sensitivity and semantic
reachability.

In C programs, data is often organized into complex memory objects such as structs and
arrays. Data flow through such objects is rarely direct, so taint often affects a specific field
rather than the entire object. Without field sensitivity, taint analysis may treat a whole
object as tainted because it cannot distinguish between tainted and untainted fields within
the same object. This over-tainting produces false alarms and unreliable leak detection.
Existing works such as CompTaint [3] and P/Taint [51] show that precision depends heavily
on the memory model on which the taint analysis is built. Integrating pointer analysis to
preserve field sensitivity therefore improves precision.

For semantic reachability, it is crucial to determine whether tainted data can reach a
vulnerable function under the current program conditions. Purely syntactic approaches
often miss that a flow is semantically unreachable, which also leads to false positives.
Semantics-based taint analysis, such as MOPSA-NEXP [88], uses abstract interpretation [27]
to compute numerical invariants that prune unreachable paths. This refinement ensures
that the analysis focuses on reachable vulnerabilities.

In this chapter, our taint analysis combines Data Structure Analysis [68, 51] (DSA) with
data-flow analysis (DFA): DSA first infers points-to information, and DFA then uses it for
memory-aware taint propagation. To improve precision, we introduce a new DSA variant
with interval-based offsets, allowing taint analysis to preserve more field-level precision than
when using standard DSA. We further build DFA on an existing abstract-interpretation-
based value analysis, using numerical invariants to rule out infeasible taint flows. Together,
these analyses make taint propagation more precise while preserving practical scalability.

We implement our taint analysis on top of the SeaHorn [53] verification framework,
targeting LLVM IR [67]. Our new DSA extends the implementation of SEADSA [51],
and our DFA is implemented in CRAB [55]. The analysis takes user-specified taint policies
in YAML and automatically instruments LLVM IR with taint intrinsics. We evaluate it
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on 183 benchmarks, including 151 real-world programs from IONC [2], CURL [32], and
COREUTILS [13]. The results show that replacing standard SEADSA with our new DSA
reduces false warnings by 6.6%-7.9%, with comparable overall performance.

Our contributions are threefold: we formalize the semantics of explicit-flow taint anal-
ysis; we design a more precise pointer-analysis abstraction than existing DSA-style ap-
proaches; and we implement the resulting analysis for practical use.

The chapter is organized as follows. Section 5.2 provides an overview of our approach
with a motivating example. Section 5.3 presents the concrete semantics of our interme-
diate language. Section 5.4 specifies our new DSA, and Section 5.5 defines the data-flow
analysis. Section 5.6 describes the implementation, Section 5.7 presents the evaluation,
and Section 5.8 discusses related work.

5.2 Overview

In this section, we motivate our approach with a simplified example adapted from a real-
world codebase. Throughout, we illustrate how points-to analysis informs data-flow anal-
ysis for taint propagation. We also highlight precision loss in previous approaches to
motivate our refinement.

Consider the example! in Fig. 5.1a. A struct repl_block object referenced by b is
allocated at line 15. Its allocation size depends on the user-provided parameter len (line 11)
because struct repl_block ends with a flexible array member buf[1. This array storage is
obtained by allocating extra bytes beyond the static structure size. The code then initializes
b->buf from user-controlled inputs under the bound i < copy. At the end of the function,
the program calls 1o0g to report block information.

Clearly, the field id is not influenced by user input. At line 16, its value is derived from
the global serial number block_id. Showing this fact requires two ingredients: (1) alias
information proving that no other pointer may access p->id, and (2) data-flow information
showing that user-controlled inputs are not propagated into this field. The first ingredient
comes from pointer analysis, and the second from data dependency tracking. We therefore
combine a points-to analysis (PTA) to identify possible memory targets with a taint data-
flow analysis (DFA) to propagate taint across assignments and memory operations.

PTA computes alias information from memory usage, indicating which objects each
pointer may reference and how pointers are related. Our PTA builds on Data Structure

1Source code: https://github.com/redis/redis/blob/8.6.2/src/replication.c#LA4T76.
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1
2
3
1

5

typedef struct repl_block {
int id;
size_t size;
size_t used;

char buf[]; // flexible array member b bid bsize ) bused @
} repl_block_t;

4 12, 20
size used buf []

|
|
node rb I
|
1

static int block_id = O; 0 1a

void feedReplicationBuffer(
const char *s, size_t len) {
repl_block_t *b; S
size_t copy; (

b = malloc(sizeof(repl_block_t) + len);
b->id = block_id++;

b->size = len;

b->used = 0;

size_t rem = b->size - b->used;
copy = len < rem 7 len : rem;
for (size_t i = 0; i < copy; ++i) {

b->buf [i] = s[il]; :__
} Y

b->used += copy;

log('block id=b->id, b->used, b->size);

(a) (b)
Figure 5.1: (a) A program, and (b) its taint-flow graph over the data structure graph.

Analysis [68] (DSA), which represents aliasing relationships with a data-structure graph
(DSG). DSG nodes represent abstract memory objects (for example, by grouping objects
allocated at the same site), and DSG edges represent points-to relations. DSG preserves
field sensitivity by using byte offsets within a node as edge source and destination positions,
indicating which pointer can access which object field. In our example (top of Fig. 5.1b),
a precise DSG contains a node rb for the object pointed to by b, with a distinct field id at
offset 0. Other fields are represented at different offsets.

A DFA for taint computes how values from external sources (e.g., user or file inputs)
propagate to sensitive operations that may expose data (e.g., logging or system calls).
Such untrusted inputs are modeled as sources, and potential leakage points are modeled
as sinks. The analysis tracks taint propagation under explicit policies for assignments,
memory loads/stores, and function calls. In our example, function input parameters are
sources and logging calls are sinks. The flow graph is shown in Fig. 5.1b. Assignments such
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as lines 16 and 17 propagate taint along data dependencies from read locations to written
locations. Concretely, line 16 sets id from block_id; together with DSA alias information,
this implies that no user-controlled input reaches id. By contrast, fields such as size, used,
and elements of buf may depend on tainted inputs. At the sink, output operations may
therefore leak tainted information. Overall, this example shows how user-controlled inputs
from line 11 can flow to critical output at line 27.

However, taint-analysis precision depends on preserving field sensitivity in the underly-
ing PTA, and DSA-style PTA can lose field sensitivity on objects like the one in our exam-
ple. The main challenge appears at the memory access in line 23, where path-dependent
aliasing makes the pointer target ambiguous and admits multiple possible locations. In
such cases, existing DSA variants [08, 5] conservatively merge offsets within a node into
a single abstract location, which loses field sensitivity. For a taint client, taint flowing into
fields such as size (or buf) can then spuriously taint id, producing false positives at sinks
(e.g., line 27). In this example, however, no ambiguous access targets id, so preserving
a separate abstract field for id is expected. Our first contribution is a refinement that
reduces this loss of field sensitivity, as presented in Section 5.4.

Building on this refined memory abstraction, we present a DFA in Section 5.5 that
annotates variables and memory locations with taint tags, where each tag is a lattice
element identifying a tainted source (e.g., a particular user input). The DFA propagates
taint tags along explicit data dependencies induced by assignments, memory loads/stores,
and function calls. For precision, we combine the DFA with a value analysis (VA) that
tracks numerical invariants, allowing us to rule out taint flows along paths that are provably
infeasible.

5.3 Language and Semantics

This section describes the target language for analysis and its concrete semantics.

To facilitate analysis, we lower C programs to a simple intermediate representation (IR),
called C-IR, shown in Fig. 5.2. Compound C statements are translated into sequences of
primitive statements in C-IR. We assume the input language is a subset of C with integer
variables ¢ € V; and pointer variables p,q € Vp, where z € V = V7 U Vp. Pointers
range only over heap-object addresses (no stack-address values). C-IR supports dynamic
allocation, integer arithmetic, and pointer arithmetic with either fixed non-negative byte
offsets (o € N) or indexed byte offsets (i x s) under a constant stride s € N*. Load/store
statements model memory access, while I/O primitives identify taint sources and sinks.
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P>pg ==5" Program)

Allocation)

Pointer Arithmetic (Offset & Indexed))
Mem Load & Store)

(
S>s =p=alloc(i) (
(
(
s; 8 | i=a (Sequencing & Int Arithmetic)
(
(
(
(
(

p=q+o | p=q+(ixs)

T = *p | xp ==z

Input & Output)
Control Flow)

Guard Expressions)

z = input() | output(z)
if(b) then s else s | while(b) s
B>b i=aop,,,a | -0 | b OPpgic 0
p=q | p#q Pointer Comparisons)

A>a z=ceConst | i€Vr | aop,, a Int Expressions)

Figure 5.2: The syntax of C-IR.

C-IR is a presentation IR used to define semantics concisely, while the implementation
analyzes LLVM IR directly. Accordingly, C-IR does not assume a fixed integer width (e.g.,
16, 32, or 64 bits). Instead, integer widths are inherited from LLVM types and the target
DatalLayout; the same applies to byte offsets used in pointer arithmetic. For presentation
simplicity, C-IR models memory accesses as non-overlapping field accesses, restricts pointer
arithmetic to non-negative offsets, and omits function calls and deallocation. These are
presentation-level assumptions only; all are supported in the implementation.

We model memory as a collection of objects, where each allocation creates a fresh,
unique object. A pointer is a pair consisting of a base address and a numeric offset in
bytes that identifies a field. A memory cell (i.e., a field of a memory object) stores either
an integer or a pointer. Pointer arithmetic constructs new pointers through constant-offset
addressing (e.g., &b->id as bid = b + 0) or indexed addressing (e.g., &b->buf[i] as bbuf =
b + 20; bbufi = bbuf + (i * 1)). The IR therefore covers field and array-element accesses
over heap objects.

Formally, a memory state o € ¥ is a pair of an environment map p and a heap h. The
environment maps variables to values, V +— X', and the heap maps addresses to values,
Xp — X. Values are pairs in X = N x Z, representing either integers or addresses. By
convention, an integer n is encoded as (0,7n), and an address a is encoded as (b, 0) with
nonzero base b. For example, 3 is represented as (0, 3), while (1014,4) denotes offset 4 of
the object at base address 1014. For brevity, we write a.b and a.o for the base and offset
of an address, use Xp for the set of address values, and define £ % V U Xp as the set of

memory locations.

We define the concrete small-step operational semantics of C-IR as a transition system
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Next-state transformers:

n = p(i) (b,h) = h.alloc(n)
P =plp— (0,0)] T'=i5{}

[[p = aIIoc(i)ﬂ((p,h,T)) = (plahlaT,)

(b,09) = p(q) o' = plp = (b,04 + 0)]
T =q 1—> D
[[p =q+ OH((pv h, T)) = (plv h7T/)

val = input() p' = plz — val]
T'=TuU{z}

[[I = input()]]((,o, h7T)) = (plvth/)

n = p.eval(A) p' = pli— n]
T' = vs(A) L

[i = Al((p, 2, T)) = (o, 1, T")

(b,0q) = p(q) n=p(3) Op = 0g + N *s

1
T'=q=0p

p' = plp = (b, 0p)
)

]
[[p =q+ (Z X s ]]((:0’ th)) = (P/,h,T/)

ap = p(p) wval = h(ayp) -
' =plrwva] T =a, Lz
[['T = *p]]((ﬂ, h’T)) = (Pl,h,T/)

ap = p(p) wval = p(z)
h' =hlay, —wval] T' =z EIN ap

[[*p = ZL‘]]((,O, h’T)) = (P, hlvT/)

Set transformers:

[s](X)={0"| o0 € X,0' =[s](0)} for atomic s [s1; 2] (X) = [s2] ([s1] (X))

[if(5) then s, else s7](X) = [s] (grd; (X)) U [sf] (grd (X))

[while(b) s](X) = grd_, (lfp (AY. X U[s] (grdb(Y))>)

Figure 5.3: Concrete collecting semantics (taint rules highlighted for Section 5.5).

over states. Specifically, we define a state transformer [s] : ¥ — 3, shown in Fig. 5.3.
The initial state consists of empty maps. To simplify memory modeling, we assume that h
provides an allocation operation alloc that always succeeds and returns a fresh base address.
We also assume that p provides an evaluation function eval for arithmetic expressions.
Invalid dereference and invalid load/store behavior are outside the scope of this semantics.
The collecting semantics lifts the single-state transformer to sets of states, yielding a set
transformer [s] : D — D over D = P(¥) (Fig. 5.3). For guards, we define grd,(X) £
{0 € X | [b](c) = true}. The semantics of while loops is given by the least fixpoint of the
corresponding set transformer, following Section 2.2.
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5.4 Data Structure Analysis with Interval Offsets

In this section, we introduce I-DSA, a new DSA that improves precision by abstracting
cell offsets by intervals, rather than constants. We first define our graph representation,
then identify the specific cases where the original DSA loses precision due to imprecise
offset abstraction, and finally formalize the interval-based offset abstraction used by our
analysis.

DSA [68, 54] summarizes the memory objects and points-to relations induced by pointer
operations using a Data Structure Graph (DSG). A DSG contains a set of abstract nodes
where each node summarizes one or more memory objects. Each node contains a set of
abstract cells that represent distinguished fields of these objects. A field with a statically
known location is identified by its numeric offset within the object. Edges between cells en-
code memory-to-memory points-to relations, while pointer variables to cells show variable
points-to facts.

def

Formally, a DSG is a tuple G = (N, E, Ep), where N is the set of nodes, E is the set of
edges e = ¢; — ¢y, mapping from a source cell to a target cell, acellc € C': NxOFf £ (n, o)
represents fields at offset of within node n, and Ep : Vp — (' is a partial mapping from
pointer variables to cells. For later use, we write E[ca/c1]key to replace the key ¢; with ¢,
and Ep|cy/c1]vatue (0r Elca/c1]vae) to replace every occurrences of ¢; with ¢y in the map
values. If the key or value does not occur, the corresponding replacement is a no-op.

Let C,, C C denote the cells that belong to a node n. A DSG is well-formed if it meets
the following conditions:

C.1 (Disjointness) Vn € N, ¢, ¢y € C,,. ¢ # ¢z < —overlap(c;.0%, ¢3.0%);
C.2 (Collapsed) isCollapsed(n)=-|C,|=1;
C.3 (Univalent) Ve € dom(E) : |E(c)| = 1.

Conditions C.1 and C.2 characterize whether a node is field sensitive (multiple disjoint
cells) or collapsed (a single summary cell). Condition C.3 and the partial map Ep enforces
the invariant from unification-based PTA [100] that each pointer/cell has at most one
outgoing edge. As DSA represents the offset of each cell as a constant, overlap is defined
by numeric comparison and isCollapsed is a special node property that is set to true
when the field sensitivity is lost.

In our example in Fig. 5.1a, the DSG at the top of Fig. 5.1b includes a node rb that
separates the constant-offset fields referred by pointers b, bid, bsize, and bused. The access
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at line 23, however, introduces a symbolic offset through i. Existing DSA works represent
this node rb by collapsing all cells within it. This is sound but at the expense of losing
field sensitivity for the node rb.

[-DSA addresses this limitation by representing each cell offset as an interval. An array
access with an uncertain index is modeled by an interval [s, ] that over-approximates all
potential offsets within the accessed range. For example, the access p->buf[i] at line 23
is represented by the interval [12,+oc], where the lower bound shows the buffer begins
at offset 12 but upper bound is unknown since the array size is statically unknown. The
interval abstraction preserves field sensitivity for the part of the object not affected by this
access (in our example, these are the first 12 bytes of the object). When intervals of two
accesses overlap, the affected cells are merged, whereas cells outside the overlap remain
separate.

Formally, an interval offset of is written as [s, €], where o®.s is the start offset and of.e
is the end offset. We define a domain of intervals following [23] for representing offsets.
The domain O is a complete lattice (O, Co, Lo, Mo, Lo, Te) with partial order Cp, join
Up, and meet My operations. The lattice includes bottom L, and top Te. The top
element is [0, +00|, since offsets are non-negative. We assume predefined abstraction and
concretization functions: ap : P(N) — O and 7o : O — P(N). We also use +¢ and
—o over intervals for arithmetic operations. The [a,b] +o [c,d] = [a + ¢,b + d], while

la,b] —o [c,d] = [max(0, a — d), max(0,b — ¢)].
i i

In I-DSA, to meet well-formed conditions of a graph, we let overlap(o?, 0%) & of Moo #
Lo. A node is collapsed when it has only has one cell whose offset is maximum, denoted
as isCollapsed(n) = |C,| = 1 AVc € C,. c.of = To.

The concretization 45, for DSA-style analyses is inherently complicated because it
must relate an abstract graph to concrete program states. Although the idea is conceptu-
ally simple, formalization requires an auxiliary witness to show how memory objects are
represented by the abstract graph. We therefore introduce a simulation relation yp between
a program state 0 and a DSG g. The p is a graph of a total function Xp — C between
a program state o and a DSG ¢, mapping each memory location a € o.h to exactly one
abstract cell ¢ € ¢.C'.

Consider a concrete memory object obj in o.h. Let A = {ag, ai,..., a,} be the field
locations of o0bj, ordered by increasing offset, with ay.0 = 0. Suppose a node n in g.N
with cells C,, = {co,c1,...,c,} representing obj, ordered by the minimum value of their
abstract offsets. The p maps the first field at offset 0 to some cell ¢; (0 < i < p) so that
(ao,c;) € p. For every other field locations a; € A, p maps a; to a cell ¢ withi <k <p
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whose relative abstract offset covers the relative concrete offset from ag:
Va; € A.3c, € Cp. (aj,cx) € <= aj.0 € Yo(cp.0" —o ¢;.0°)

Intuitively, (ao, ¢;) serves as an anchor for relative offsets, allowing i to derive the remain-
ing field-to-cell mappings. The remaining field locations are then mapped to cells whose
abstract offsets cover their concrete offsets relative to this base.

Consider the code example in Fig. 5.1a and its DSG (Fig. 5.1b). Suppose the object
at line 15 is allocated on the heap at address 10014 with a total size of 24 bytes, so the
flexible array contains exactly four one-byte elements. The fields are located at 1004 for
id, 10444 for size, 1124 for used, and 120i6 + ¢ for buf [i] where 0 < i < 3. In the DSG,
the node rb contains cells with offsets [0,0], [4,4], [8,8], and [12, +00] for id, size, used,
and buf [1, respectively. The simulation relation p maps these physical addresses to their
corresponding cells:

(10046, Cia) € p (10416, Csize) € p
(11216;Cused) e u Vi € [0,3] (12016 + i,Cbuf[]) cu

Using p1, we define when a graph g simulates a program state o, written o =, g. The
relation requires all points-to relations in o to be represented by the corresponding edges
in ¢g. That is, |=,, is defined as:

IR {vp € Ve (p(p), Er(p)) € 1
V(a,a') € h.3c e C. (a,c) € pN(a € Xp = (d',E(c)) € p)

The first case states that each variable-to-memory points-to relation in the concrete state

is represented by a points-to relation from it to a cell. The second condition requires

every concrete memory-to-memory points-to relation to be represented by an abstract

edge between the corresponding cells.

The concretization function 45, : G — P(X) maps a DSG to the set of all concrete
states with respect to the simulation relation |=,:

Yisa(9) E {0 €2 | p. o |=, g}

As DSA incrementally constructs the graph, a pointer/cell may temporarily have mul-
tiple outgoing edges. For example, a pointer p may point to both (ny, oﬁ) and (ng, og). This
violates the invariant C.3, which requires every pointer/cell to have only one outgoing edge.
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9
10
11
12
13
14
15

struct in_addr { uint32_t s_addr; }; 16 int if2ip(int af, char *interf, char *buf) {
struct in6_addr { uint32_t s6_addr([4]; }; 7 struct ifaddrs *iface;

struct ifaddrs{struct sockaddr *ifa_addr;}; 18 L.
19 if (getifaddrs(&iface) >= 0) {
struct sockaddr_in { 20 void *addr;
uint16_t sin_family, sin_port; 21 if (af == AF_INET6)
struct in_addr sin_addr; 22 addr = &((struct sockaddr_in6 *)
uint8_t sin_zero[8]; 2 iface->ifa_addr)->sin6_addr;
}; 24 else
struct sockaddr_in6 { 25 addr = &((struct sockaddr_in *)
uint16_t sin6_family, sin6_port; 26 iface->ifa_addr)->sin_addr;
uint32_t sin6_flowinfo; 27
struct in6_addr sin6_addr; 28 T
uint32_t sin6_scope_id; 20 }
};
(a)

024 8 1216 20 24

IINEEEEN

I unifyCells((n,[4,4]),(n,[8,8]))

02[4,8] 12 16 20 24

IEEEEER T T T 111

024 8 1216 20 24
(b) ()
Figure 5.4: Effect of unifyCells on the same node: (a) before unify; (b) after unify.

DSA resolves this by unification, which merges the two target cells into a new cell (ns, og)
and redirects p to point to it so that it has a single target. We capture this step with the
rule g F unifyCells(cy, c2) || g1, where g violates C.3, g; restores it by unifying two cells
c1 and ¢y after all recursive unifications required by their outgoing edges.

Unfortunately, unification does not always preserve field sensitivity. In DSA; cells carry
constant offsets. When n; # ns, unification merges the two nodes directly. To match the
offsets for unification, the analysis computes the relative offset (e.g., unifying (n;,0) with
(ng,4) use 6 = 4) and shifts one node (e.g., shifting n; by 4 bytes). When n; = na,
this adjustment is impossible because a node cannot be shifted relative to itself; thus, if
0 > 0, DSA collapses the node and loses field sensitivity. [-DSA avoids this by using
interval offsets: unifying two same-node cells creates a merged cell with offset oﬁ Uo og
(e.g., [0,0] Up [4,4] = [0,4]), merges only cells overlapping that interval, and leaves the

others unchanged. The rest of this subsection presents these two unification cases.

The unification rules for I-DSA are given in Fig. 5.5. Without loss of generality, we
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Cc1.m = C2.1 ot = 01.0ti Up 02.0’i
S={ceC¢.n| .0 Ne of # 1o} ¢F mergeCells(S, oﬁ) U em, g1
g FunifyCells(cy,ce) | g1

unifyCellsSame

c1n#cam 8 =co.0ts —cr.0fs F unifyNodes(cy.n,co.n, 0
unifyCellsOther “7 2 2 ! g ylodes(c1.m, c2:m,9) ¥ g1

g FunifyCells(cy,co) | g1

of = ¢;.0t +0 16,0
S={ceCp,|cotNpo # Lo}
g; - mergeOrNew(S, ny, og) I em, g,
g - redirectEdges(c;, cin) | git1

{c1,...,ex}=Chn, g1 =g Vi€l k]

unifyNodes
g FunifyNodes(n1,n2,9) 4 grt1
S=0 cn= (n,oﬁ)

merge0rNew-NEW
g F mergeOrNew(S,n,0%) | ¢, g

S 40 gF mergeCells(S,0") | cm, g1

mergeOrNew-MERGE
& g F merge0rNew(S,n,0*) || ¢, g1

Figure 5.5: Unification rules (Part I).

assume oi}.s < og.s; otherwise, the arguments are swapped before calling unifyCells. The

operation unifies ny into nq, redirects incoming edges to nq, and recursively unifies outgoing
edges.

For same-node unification (unifyCellsSame), I-DSA computes the joined interval of,
merges all and only cells (in a set S) overlapping of into one (denoted as c,,) using
mergeCells (shown in Fig. 5.6), and leaves the rest of cells on the given node unchanged.
During mergeCells, it is necessary to redirect edges for each cell in S to ¢, following
redirectEdges (explained later). During this process, if we compute of = T, this indi-
cates that the current node is collapsed.

We illustrate unifyCells on a single DSA node using the example? in Fig. 5.4a.
At lines 22 and 25, addr accesses the raw IP address according to the protocol indi-
cated by af. Since IPv4 and IPv6 store the address in different sub-structures, the as-
signment to addr requires different offset. We show the DSA node n representing the
object referenced by iface->ifa_addr in Fig. 5.4b. n includes two distinct cells for the
raw [P addresses {(n,[4,4]),(n,[8,8])}. Since addr cannot point to two cells at once by

2Qriginal Code: https://github.com/curl/curl/blob/curl-8_19_0/1ib/if2ip.c#L94.
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S=le1,...,ckl an = (I_Icesc.oﬁ) Up ot ¢y = (cl.n,ofn)

g1 =g Vi€]|[lk]. g; - redirectEdges(c;,cm) I git1

mergeCells
g F mergeCells(S, o) | ¢m, gri1
9[02/Cl]value déf <9N7 g'E[CQ/Cl]valuea g'EP[CQ/Cl]VaIue>
1, ¢z € dom(E)
g1 = glea/ci]vae g1 FunifyCells(E(c1), E(c2)) g2 g2.E = ga.Elca/cikey
g - redirectEdges(c1,c2) I g2

redirectEdges-REC

c1 ¢ dom(E) Ve ¢ dom(E) g1 = glea/cilvae  91-E = g1.Elca/c1]key
g - redirectEdges(c1,c2) | ¢1

redirectEdges-EASY

k ¢ dom(m) né¢gN c=(n,[0,0])
k € dom(m) ¢ = ml[k] find.0 L= gIN = g.NU{n},m— mU{k— c}|

find-1
gt find(m,k) § ¢, g gk find(m, k) | ¢, g1

Figure 5.6: Unification rules (Part II).

C.3, unifyCells((n,[4,4]), (n,[8,8])) is invoked to merge cells into (n, [4,8]), as shown in
Fig. 5.4c.

For unification across distinct nodes (unifyCellsOther), the two nodes are first aligned
and then merged by unifyNodes. The alignment uses a relative offset d, computed as
the difference between the minimum (or starting) offsets of the two cells, to shift n; for
unification compatibility.

In unifyNodes, each cell ¢; of ny is shifted by & (denoted as of). To ensure unified

results maintain cell disjointness, we collect cells S in ny that overlap og, and then follow
the rule mergeOrNew, to either merge cells in S (mergeOrNew-MERGE) or create a new one
(mergeOrNew-NEW). If S = (), we create a new cell ¢, in ny, and redirect all edges of ¢; to
¢m using redirectEdges in Fig. 5.6. If S # (), we merge all cells in S into a single cell ¢,
by mergeCells. In the end, when the merged cell ¢, is obtained, we finally redirect edges
from ¢; to ¢,y,.

The redirectEdges serves to move all edges from c¢; to ¢y and has two cases. If the
given ¢; and cg both have outgoing edges, we need to recursively unify their points-to cells
to maintain the invariant C.3. Once the recursive unification is done, we then update
the edge set key to remove c¢;. Otherwise, we simply replace ¢; with ¢y on the graph
(redirectEdges-EASY).

We provide an example of unification across distinct nodes in Fig. 5.7a, where ¢; =
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Figure 5.7: Effect of unifyCells on different nodes: (a) before unify; (b) after unify.

(nq,[8,10]) and c5 = (ng, [12,18]). When unifyCells(cq, ¢z) is called, rule unifyCellsOther
computes a relative offset § = min(cy.0*) —min(c;.0*) = 4 and shifts n; by ¢ in unifyNodes.
Each shifted cell of n; is then unified with overlapping cells in no. If no overlap exists, such
as (n1,[11,11]), a new cell covering the range is created. If one overlaps, such as merging
(nq1,[4,10]) and (nq, [4,8]), a new cell (ng, [4,10]) is created to cover both ranges. If mul-
tiple overlaps exist, like (n1, [16,24]) overlapping (ns, [12,18]) and (ng, [20,22]), we apply
mergeCells to compute a cell (ng,[12,24]). As always, we apply redirectEdges when
cells are merged. Finally, any cells remaining on ny with no overlap, such as (ns, [0, 2]),
are preserved. The resulting ns is shown in Fig. 5.7b.

Our transfer functions [s]% : G — G for I-DSA are shown in Fig. 5.8. The analysis
builds a DSG by evaluating pointer-manipulating statements. As a flow-insensitive analy-
sis, when a statement queries a points-to relation, it either reuses an existing one (find-1)
or creates a new one (find-0).

Specifically, for allocation, the analysis creates a fresh node n; for the allocated object
and adds a points-to edge p — (ny,0), using unification if needed. For struct-field address
computation, it maps the derived pointer p to a cell at the cumulative offset Og +o [0, 0],
given by ¢, referenced by ¢. For array pointer arithmetic with symbolic index i, the
analysis approximates the possible index range and creates a cell covering all reachable
array elements. Assuming the program has no undefined behavior, array indices are non-
negative, so we approximate the range of i as [0, +00]. Note that this range can be refined
using precomputed value information, e.g., from value-set analysis, or when the array size
is statically known. For a memory load, if the loaded value assigned to z is a pointer, the
analysis looks up the cell for z and unifies it with the cell reached by dereferencing p. A
store is handled similarly.

Following the code snippet in Fig. 5.1a, I-DSA eventually constructs the graph shown
at the top of Fig. 5.1b with cells: ¢;q = (7,[0,0]), csize = (70, [4,4]), Cusea = (70, [12,12]),
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[z =xp /*p=1]%(g) =0

Figure 5.8: The transfer functions of I-DSA.

and ¢y = (rb,[20,4+00]). At line 15, the analysis creates the node rb and maps b
to (rb,[0,0]). At lines 16 and 17, it establishes points-to relations for the intermediate
pointers bid, bsize, and bused to cells ¢;q, Cgize, and cyqeq, respectively. The array access at
line 23 then constructs cy,pg with the range [20, +oo], referenced by pbufi.

Theorem 5.4.1 ( Correctness of [s]5).
Vg € G . [s](Vasa(9)) S vasa([315(9))

Proof. Let o' := [s](vasa(g9)). By the definition of 45, J0 € 7asa(g) produces o’ and
Ju. 0 =, g. We then show 3y, ¢’ such that ¢’ := [s]%(g) and o’ v g'. We show how to
construct i’ by cases.

For allocation, o creates a fresh address a = (b,0) that p refers to. In g, we construct a
new node ny and make an edge p — (ns,0), unifying with any existing target of p. Assume
the result c. We have p/ := pla — ¢J.

For p = ¢ + 6, the concrete semantics computes the address of p by shifting the base
address (b, 0,) by 0, where 6 = o for struct field or § = p[i]+s for array indexing. Abstractly,
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we derive the target cell based on ¢, and the abstract offset through abstraction ap({0}).
When 6 = o, ap({0}) = [0,0]. When 8 = p[i] + s, we approximate this offset by [0, +o0],
which is the top element. As the predefined ae is sound, the offset value for ¢/, is a sound
approximation. We apply unification if needed. The target ¢ is what p points to. Then,
= pf(b;0q) = cq, (b, 0q +6) = cl.

For a load or store, since three points-to relations are involved: p, the dereferenced
location of p (denoted as d), and z, we let a,, a4 and a, be the concrete addresses, with
aq = h(p(p)). In abstract semantics, let ¢,, cq and ¢, be their abstract counterparts. Since
a; = aq, we unify ¢4 and ¢, for sound approximation. Suppose ¢ be the result. Then
W= pla, = cp, ag > ¢, ag > .

By construction, we have o’ =,/ ¢’. Thus, Theorem 5.4.1 holds. n

In summary, we have shown how the analysis constructs the points-to graph for a single
function. While I-DSA uses interval to abstract offsets, the approach can be instantiated
with other non-relational domains, such as constant sets or reduced products of intervals
and congruences. DSA also propagates graph information between callers and callees to
support context sensitivity; this mechanism is orthogonal to our extension, and I-DSA
retains that capability following [08]. Next, we show how DFA uses computed graphs to
track taint propagation.

5.5 Taint Semantics

This section presents a data-flow analysis (DFA) built on the I-DSA memory abstraction to
track propagation through explicit data dependencies. We first define the rules governing
taint flow across variables and memory locations, and then formalize the analysis as a
reduced product of a memory domain and a taint domain. This lets the analysis leverage
inferred memory facts, such as constant values or unreachable states, to improve precision.

We extend the concrete state o = (p,h) to a tainted state o, € ¥y = (p, h, T'), where
T € P(L) records tainted locations and £ = V U Xp includes program variables and
memory addresses. This set representation is equivalent to a map £ — T, where T =
{clean, tainted} is ordered by clean T+ tainted with clean LIz tainted = tainted. Since 7 has
only two elements, we store [ € T when [ is tainted. More generally, 7 can be any finite

lattice to support richer taint properties.

To track taint flows through data dependencies, we define a propagation rule that
updates the set of tainted locations. Given source locations S and target locations D, the
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rule describes a taint flow from S to D, marking locations in D as tainted if and only if
some source in S is tainted. Formally,

T=SLDET\DuU{IeD|S N T#N

Fig. 5.3 highlights the propagation rules defined in the transfer function [s], : ¥; — ;.
When a taint source is introduced through input, we add the tainted variable directly to
T. For assignment statements, the propagation rule follows data dependencies between
variables. For example, for x = input(); y = x + 1; z = 3, the rule adds x to the taint set

via T'U {x}. Subsequently, KN y> adds y since x € T', while the rule for z does not add
z, following {} L.

For allocation, our analysis does not introduce taint, even if the allocation size is
tainted. More conservative analyses may propagate taint from allocation sizes to the re-

sulting pointer, 4 EIN p (e.g., [1]), or to the entire allocated object, i N {p,(b,0),...,(b,n)}
(e.g., [37]). For pointer arithmetic, we propagate taint only between pointers and ignore
the computed offset. For memory load and store operations, taint propagates between the
variable and the memory location of the stored content. For instance, given p = malloc(4);
x = input(); *p = x, the analysis propagates taint from x to the memory location pointed
to by p. Overall, we write [s]; : Dy — D, for the collecting taint semantics induced by the
statement-level transfer function, where I, = P(X,).

Our DFA is combined with a memory-aware numeric analysis that tracks numerical
invariants and data dependencies. Let Num be a numerical domain, instantiated, for ex-
ample, as Intervals [23], Octagons [78], or Polyhedra [30]. Formally, we define the abstract
domain ]D),tf1 = DE x DY as a reduced product of a memory domain Df and a taint domain
D, with a reduction operator p = ]D)ii — D¥ for normalization. The memory domain Df
uses Num to capture relational or non-relational properties over abstract memory locations
L. The taint domain is defined as Df = P(LF), where If € £F means that location may be
tainted, rather than mapping locations to elements of the lattice T .

Analysis precision is determined by the granularity of abstract locations £f, which
form the dimensions of our product domain. Each dimension carries two abstract values:
a numerical bound and a taint element, all under the same memory abstraction. We
instantiate this abstraction with I-DSA, representing memory locations as variables and
memory cells. After I-DSA constructs DSGs G, we define £ <= VU U geq 9-C. Following

the summarization approach in [14], D treats memory objects as summary objects (DSA

32 L5 4 is a shorthand for {z} L {y}.
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Figure 5.9: Abstract transfer functions [[s]]i for taint analysis.

nodes) and models reads and writes with specialized operations. We omit memory-domain
design and implementation details because they are orthogonal to taint abstraction, and
assume DF provides 1, (bottom), C,, (partial order), and U, (join).

The abstract state Jf € ]D)g consists of a memory state of € Df and a taint state
T* € D*. The taint state keeps a set of abstract locations (variables or memory cells) that
are tainted, and the propagation function is defined as:

Th= 58 T DEE T ki 11H(DA) U (P e DF | SENTE £ D)

to soundly abstract the concrete rule. kill® filters a location set and keeps only locations
whose taint can be safely cleared. We allow killing taint on variables, but not on memory

cells. Since each cell summarizes multiple object fields, we conservatively keep cells tainted.
Formally, we define kil1*(D*) = D N V.

The abstract transfer function [s]% : D — D! combines the transfer functions of
its underlying subdomains. We assume D! provides a sound transfer function [s]? :
D! — D for reasoning about numerical properties of abstract locations £*. Initially, the
abstract state maps all locations to clean (7% = () and all numerical elements to T. Most
abstract taint rules use the same source and target location sets as the concrete semantics,
including integer/pointer arithmetic and external input, so we only show load and store in
Fig. 5.9. For these memory operations, the analysis follows the precomputed DSA graph
g to identify the target cell ¢ and propagates taint between that cell and the variable to
soundly approximate the data flow of the memory access.

Following the reduction p, our taint analysis performs a semantic reduction between
the memory and taint domains to improve precision. For instance, if an integer variable
is tainted but its numerical bounds indicate it evaluates to a constant, we safely remove it
from the taint set. We also prune taint facts from unreachable program states whenever
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of = 1,,. These refinements are formally applied through the reduction operator p : ]D)g —
D}, defined as follows:

(o, 0) if of = 1,
p((0*, T%)) = { (of, T%\ {z}) if of.isConstant(z)
(0%, T%) otherwise

where o%.isConstant(z) is defined to look up the numerical property of x and return true
if its abstract interval is a singleton, and false otherwise.

We assume the memory domain has a predefined concretization function ~,, o D! — D.
We define the concretization function for the taint domain as v, : D¥ — P(P(L)), which
maps a set of tainted abstract locations to a set of tainted concrete locations. Specifically,
if T% € D¥,

W(TH ={T|T < (T*NV)U ) Yasale(e))}
ce(TH\V)
where Yys|lc @ C — P(Xp) returns ~ys, projected on cells. Following ~,, and 75, the
concretization function for the taint analysis is defined compositionally as 7, : ]Dii — Dy.
That is, for an abstract state of = (o, T%),

Y1(01) = {(p, b T) | (p,h) € yn(0®) AT € 75 (TH)}.

Theorem 5.5.1 (Correctness of [s]%).
Voi € D, [s]+(ve(0?)) S ([sT%(0}))

Proof. Let of = (of,T%) and take o} € [s]+(7:(c})). Then there exists o, = (p, h,T) €
v,(0?) such that o} = [s].(cy).

By definition of 4, we have (p,h) € V,,(0%) and T' € ~,(T*). As the predefined 7, is
sound, the memory part of o} belongs to v,,([s]* (¢%)). We only show +, is sound. For each
transfer function, the taint component of ¢;.T" follows the statement-specific propagation
rule to compute ;. 7. In short, 0.7 = S L D. Thus, to show 0).T € ~,(T"), we compute

Ti =5t T pt.

We prove this by structural induction on the statement S. For assignments and pointer
arithmetic, both concrete and abstract rules follow the same source-to-target propagation
pattern. For input, both rules add the tainted variable to the taint set. For load/store,
the abstract rule propagates through the corresponding abstract cell and therefore over-
approximates concrete memory locations represented by that cell. Finally, ki1l removes
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c T yaml T taint.bc DSG
I void main() { I Propagations:
2 int i; unsigned u; 2 - Name: scanf SEADSA
3 char c; bool b; 3 DstArgs: [-1]

4 scanf('... 4 VariadicType: Dst
5  printf('Results are } 5 VariadicIndex: 1
6
7 Sinks:
8 - Name: printf

9 Args: []
10 VariadicIndex: 1

Figure 5.10: Overview of the taint-analysis workflow.

taint only on variables, never on summary memory cells, so killing remains conservative.
Hence each concrete taint successor is represented by the abstract taint successor.

Therefore o/ € v,([s]% (7)), Theorem 5.5.1 holds. O

5.6 Implementation

We implement our taint analysis on top of the SEAHORN [53] verification framework,
targeting LLVM IR [67]. The implementation has two stages. The first stage constructs a
memory abstraction with I-DSA, which we build on top of SEADSA [51], a context-, field-,
and array-sensitive pointer analysis. To improve precision, I-DSA represents memory-cell
offsets as intervals rather than fixed constants. This design preserves field sensitivity better
when offsets are symbolic or non-deterministic.

The second stage performs data-flow analysis using CRAB [55], an abstract-interpretation
library. CRAB provides a language-independent IR (CrabIR), whose statements are anno-
tated with explicit memory cells inferred by SEADSA; this lets our taint analysis track
taint across memory locations. We use the region domain [55] in CRAB as the underlying
memory domain. It relies on object summarization [I4] to represent multiple concrete
memory objects as a single abstract object. On top of this implementation, we add our
taint domain described in Section 5.5 with domain reduction, which refines taint propaga-
tion using numerical invariants computed at each program point.

Fig. 5.10 presents the overall taint-analysis workflow. Following the configuration style
of CLANGTAINT [19], we specify source functions, sinks, and propagation rules in YAML
rather than hard-coding them on the source code. The input program is first compiled
to LLVM IR and then instrumented according to the user-defined taint policy. For each
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Suite #Bench. T/O #Succ. #Assert. Warnings Red.  Time (s)

OA TA Bench. OA IA OA 1A
Experiment 1: Not inlined
SMALL 32 0 0 32 83 39 39 0 2.5 2.4
IONC 25 2 2 23 107 43 41 4.7% 401.1 486.9
CURL 17 0 0 17 138 53 46 13.2% 4.2 4.2
COREUTILS 109 2 3 106 1753 181 169 6.6% 1994.3 1980.1
Subtotal 183 4 5 178 2081 316 295 6.6% 2402.1 2473.6
FExperiment 2: Inlined
SMALL 32 0 0 32 87 41 41 0 2.1 2.0
IONC 25 7 7 18 1970 66 65 1.5% 248.7 2374
CURL 17 0 O 17 254 84 77 8.3% 3.0 3.3
COREUTILS 109 15 15 94 6689 138 120 13.0% 1178.2 1224.5
Subtotal 183 22 22 161 9000 329 303 7.9% 1432.1 1467.2

Figure 5.11: Comparison of SEADSA + DFA (OA) and I-DSA + DFA (IA).

function with a taint policy, the IR instrumenter inserts intrinsics at the corresponding
call sites to encode that policy explicitly in LLVM IR. For source functions, the inserted
intrinsics mark the designated arguments and return value as tainted; for example, scanf
marks its variadic output arguments as tainted. For sink functions, assertions are added
to check that the designated sink arguments are untainted; for example, printf checks its
format-dependent arguments before the call. This instrumentation makes taint behavior
explicit in the low-level IR, avoids source-level annotations, and keeps the taint model
configurable and analysis-independent.

5.7 Evaluation

To evaluate the effectiveness of our taint analysis (DSA + DFA), we compare a baseline
configuration, SEADSA + DFA, with the proposed configuration, I-DSA + DFA. The goal
is to determine whether I-DSA improves field sensitivity in taint analysis while preserving
the scalability of the baseline. We use the number of reported warnings as evidence of
the effectiveness of [-DSA: a field-insensitive analysis may taint an entire object even when
only one field is tainted, which can produce extra warnings. To assess scalability, we report
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total running time and DSA analysis time. Both configurations use the same taint policies,
the same DFA implementation in CRAB, and Intervals as the numerical domain. The only
difference is the DSA component used to compute the memory graphs.

We ran two experiments: one without function inlining and one with function inlining.
Without inlining, we assessed how well the interprocedural analysis detects taint flows
across function calls and scales to larger programs. With inlining, more interprocedural
flows are exposed within procedures, creating a stronger stress test for both precision
and performance. Comparing the two settings helps evaluate whether the effect of I-DSA
remains stable across different levels of program complexity. All experiments were run on
an Ubuntu desktop with 12 Intel Core i5-11400F CPUs @ 2.60GHz and 93 GB RAM. We
used a 300-second timeout for each benchmark. Timed-out cases are reported separately
and excluded from the precision and time comparisons.

We evaluated four C benchmark suites. The SMALL suite contains 32 manually writ-
ten programs that test core taint-analysis functionality. We also included three real-world
suites: 25 benchmarks from IONC, a data-serialization library [2] that converts data be-
tween JSON and Amazon Ion; 17 benchmarks from CURL, a command-line tool [32] for
URL-based data transfer; and 109 command-line programs from COREUTILS [13]. For
IONC and CURL, we created API-level benchmarks instead of relying on top-level main
functions so that we could directly exercise their public interfaces. For COREUTILS, we
analyzed each program independently, using its main function as the entry point.

For each benchmark, we injected taint sources and sink checks (encoded as assertions)
based on common C-library functions such as scanf /printf for stream I/O and read/write
for file I/O. For real-world programs, we also added project-specific sources and sinks
based on log functions and third-party libraries used by each project. These injections are
only for evaluation and do not imply vulnerabilities in the original projects. Determining
whether the reported warnings are true alarms requires manual inspection by the project
developers.

Fig. 5.11 summarizes the results over 183 benchmarks (column #Bench.). We denote
SEADSA + DFA as (OA) and [-DSA + DFA as (IA).

In Experiment 1, IA reports 6.6% fewer warnings than OA on the 178 successful bench-
marks (#Succ. Bench.), which contain 2081 checks (#Assert.). These results indicate that
[-DSA improves taint-tracking precision by reducing spurious tainting of untainted fields.
Although TA incurs a slightly higher total running time (column Time) than OA, both
configurations remain on the same scale (Fig. 5.12a). This outcome is expected because
[-DSA generates a more precise DSA graph for DFA, while TA still maintains comparable
performance. DSA times for SEADSA and I-DSA are also nearly identical: the averages
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Figure 5.12: OA vs. IA: (a) without inlining; (b) with inlining.

are 0.061s and 0.060s, the standard deviations are 0.136s and 0.134s, and the maxima are
0.860s and 0.870s, respectively. Outside these successful cases, both OA and TA time out
on the same 4 benchmarks (column T/O) during the DFA phase, and TA has one additional
timeout on a benchmark that OA completed in 298s.

In Experiment 2, both OA and IA successfully completed on 161 benchmarks with 9000
checks. Consistent with the previous findings, TA reports 7.9% fewer warnings than OA,
confirming the precision benefit of [-DSA. Because more timed-out cases are excluded, the
total running time is lower than in Experiment 1. TA still takes slightly more total time
than OA, and both remain on the same scale (Fig. 5.12b). DSA times are again similar:
SEADSA and I-DSA average 0.048s and 0.047s, have standard deviations of 0.094s and
0.094s, and reach maxima of 0.490s and 0.500s, respectively. Beyond these successful
cases, both configurations encounter the same 22 timeouts, including 6 caused by function
inlining, 3 by DSA, and 13 by DFA. We attribute the three DSA-related timeouts in both
configurations to specific tool implementation issues rather than algorithmic limitations.
The increase in DFA-related timeouts is expected because function inlining raises the cost
of value analysis by requiring interval invariants for many more variables and memory cells.

Overall, the two experiments indicate that [-DSA improves precision where SEADSA
loses field sensitivity while preserving comparable behavior on the existing benchmarks,
with no measurable performance penalty.
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5.8 Related Work

Many static taint analyzers formulate taint propagation as a data-flow problem, though
they differ in their flow-, field-, and context-sensitivity, as well as their underlying heap
abstraction.

Precision in memory-aware taint tracking is fundamentally limited by the accuracy
of the underlying points-to analysis (PTA). A common strategy is to perform PTA to
model memory, followed by a data-flow analysis (DFA) for taint propagation. We leverage
a unification-based pointer analysis [100] called Data Structure Analysis (DSA) [68] for
memory-effects inference. Other approaches, such as COMPTAINT [8] and PTAINT [51],
pursue similar integration with different designs. COMPTAINT runs a heap analysis to
generate per-function points-to summaries, similar to DSA, and extends those summaries
directly with taint data-flow facts. This yields reusable summaries that can be instanti-
ated at different call sites to recover context sensitivity, avoiding whole-program reasoning
for scalability. PTAINT [51] also integrates DFA but it directly tracks taint flows inside
a pointer analysis. As it discovers points-to information, it simultaneously updates taint
facts. This unified design allows points-to information to inform taint propagation imme-
diately.

Our approach refines DSA through partial node collapse, unlike standard DSA, which
merges all cells within a node into a field-insensitive state (i.e., collapse) after any incom-
patible unification. Our approach uses interval offsets to localize cell merges. When a
unification conflict occurs, we merge only the affected cells, allowing the remaining cells
to preserve precision. This directly improves taint-tracking precision. Other works also
improve DSA field sensitivity. SEADSA [54] formalizes unification for array-representative
nodes. TEADSA [06] leverages type information to mitigate type-incompatible unifica-
tions. Our approach is closest to DSABIN [9], which uses constant-set offset abstractions
to prevent full node collapse. However, we achieve higher precision through single-node
unification and, unlike DSABIN [9], which focuses on binary analysis, we analyze LLVM
IR, the original target of DSA.

Our DFA treats taint facts as lattice elements to identify tainted variables or memory
locations. Other taint-tracking strategies have also been proposed. A common frame-
work is Inter-procedural Finite Distributive Subset (IFDS) [92], which constructs an Fz-
ploded Super-Graph with instruction-fact pairs as nodes and data-flow edges. Ultimately,
IFDS reduces data-flow analysis to graph reachability. Practical implementations include
PHASAR [96], which applies IFDS to analyze LLVM IR programs and builds a taint anal-
ysis over a taint-fact domain, and FLOWDROID [3], which uses IFDS for taint analysis on
Android apps.
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Our DFA follows abstract interpretation [25] to approximate taint flow. Specifically,
it follows the abstract semantic dependency framework introduced by Cousot [21], where
taint analysis is formulated as a sound abstraction for tracking value dependencies. At
each program point, the analysis over-approximates the set of variables whose values may
depend on tracked (tainted) inputs. MOPSA-NEXP [38] also introduces taint analysis to
verify that attacker-controlled inputs cannot reach and trigger critical runtime errors (i.e.,
nonexploitability). Although both works leverage numerical domains for precision, they
differ in scope and granularity. MOPSA-NEXP focuses on leaks that can trigger runtime
errors, whereas our work identifies data leaks to sinks such as diagnostic logging. Unlike
MoprsA-NEXP, which does not track taint at the level of individual memory locations
(field-insensitive), our work uses I-DSA to provide the field sensitivity required by this
objective.

5.9 Conclusion

In this work, we present a taint analysis for LLVM IR that follows user-specified taint
sources, sinks, and propagation rules. The analysis combines Data Structure Analysis
(DSA) for memory modeling with data-flow analysis (DFA) for taint propagation. We
introduce I-DSA, a DSA refinement that improves field sensitivity, and build DFA on top
of an existing abstract-interpretation-based value analysis to prune infeasible taint facts.
Our results show that this design provides a practical precision-cost trade-off for memory-
aware taint analysis.
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Chapter 6

Conclusion and Future Work

In this thesis, we developed and implemented a suite of automated, sound static analyses for
memory safety and information-flow security. Within the abstract-interpretation frame-
work, our approach combines abstract-domain design, sound abstraction, and practical
effectiveness demonstrated on motivating examples. We designed these analyses to be tar-
geted where needed, modular where possible, and efficient where practicable. Specifically,
we contributed analyses for memory safety (Chapter 3), numerical reasoning (Chapter 4),
and taint analysis integrated with pointer analysis and dataflow analysis (Chapter 5). Each
analysis was engineered to satisfy verification requirements, address precision bottlenecks,
and scale well. Our evaluation on real-world benchmarks demonstrates the practical us-
ability of our analyses for real codebases.

6.1 Summary

Object Invariants. We designed an abstract domain (Chapter 3) and developed a static
analysis for memory safety. The core idea is to infer object invariants, that is, properties
that hold for all memory objects in a memory bank (i.e., a group of objects originating
from the same allocation site). By representing these objects with a single summary ob-
ject, we can infer shared properties, such as bounds on buffer accesses. A key observation
is that an additional cache slot can isolate invariants for the Most Recently Used (MRU)
object. Because the MRU object is the most frequently accessed and modified, its invari-
ants are often temporarily “unstable.” Once updates are complete, these invariants are
typically restored and can be merged back into the summary representation. This design
maintains high precision for active objects while efficiently summarizing shared properties
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of the remaining objects in the same bank. Following this idea, we made the following
contributions:

e Introduced the Recently-Used Memory Model (RUMM), which partitions memory
objects into banks. Each bank maintains a dedicated slot to track the Most Recently
Used (MRU) object independently of the rest of the collection.

e Defined a small-step operational semantics under RUMM based on a “cache-aware”
memory access pattern. In this model, memory operations first target the MRU slot
(a cache hit). If a different object is accessed (a cache miss), the current MRU object
is flushed back to the bank storage, and the newly accessed object is loaded into the
MRU slot.

e Developed an abstract domain based on RUMM, implemented as a reduced product
of per-bank domains and a scalar domain. Each bank domain is further structured
as a product of a summary-object domain and an MRU-object domain. Reduction
between the MRU and scalar domains enables refinement of relational invariants
between object fields and scalar variables, with the entire framework parameterized
by the choice of underlying numerical domain.

e Implemented a hybrid verification pipeline, AI4BMC, which leverages abstract inter-
pretation to prove memory safety properties. Any safety checks that remain unproven
are passed to a Bounded Model Checker (BMC). This pipeline is designed to mitigate
the incompleteness of static analysis while significantly reducing the computational
overhead of BMC.

Numerical Abstractions. In Chapter 4, we designed a numerical domain, Template
DBM, and integrated it into the AI4BMC pipeline for memory-safety verification. The cen-
tral challenge was to develop a domain that can express memory-safety constraints while
remaining efficient in practice. We observed that existing abstract domains, such as Inter-
vals and Zones, lack the precision needed to capture Two Variables Per Inequality (TVPI)
constraints, such as 4x — y < —4. These relational constraints are essential for relating
buffer-access offsets to allocated sizes. To address this, Template DBM captures a specific
subset of TVPI constraints under a coefficient template, offering higher expressivity than
Zones while remaining more efficient than Polyhedra. For efficiency, we use the Difference-
Bound Matrix (DBM) data structure to represent these constraints, which enables efficient
implementations of domain operations. In this work, we:
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Defined a new Template DBM by assigning dimensions to variables scaled by specific
coefficients. We developed the essential saturation operations (i.e., explicit repre-
sentation of implicit constraints) by adapting Fourier-Motzkin elimination to the
Template DBM framework.

Defined the Template DBM numerical domain based on the Template DBM, with
essential domain operations for abstract interpretation.

Evaluated Template DBM in the AI4BMC pipeline for memory safety verification.
Our results showed that Template DBM successfully captures the relational con-
straints we target while maintaining competitive scalability on production-level bench-
marks.

Taint Analysis. We designed a taint analysis that integrates pointer analysis and
dataflow analysis to reason about how tainted sources reach sinks. The core challenge is to
track taint through memory accesses and to combine this reasoning with other analyses to
improve precision. By combining taint analysis with pointer analysis, we can track taint
propagation through memory more accurately. However, as the motivating examples in
Chapter 5 show, the pointer analysis we used (i.e., data structure analysis (DSA)) loses
precision. This limitation motivated us to improve DSA by abstracting access offsets as
intervals rather than constants. This design avoids the loss of field sensitivity when pointer
accesses use symbolic indices. We then defined taint semantics systematically and built a
dataflow analysis to track taint flow. Concretely, we:

6.2

Built a new DSA with interval offset, which overcomes the field sensitivity loss of
the original DSA when analyzing symbolic accesses. This improvement allows us to
more accurately track taint flow through memory accesses.

Defined a formal semantics for taint propagation. This semantics shows how variables
and memory locations become tainted and how taint information can be propagated
through transfer functions.

Experimented on both small artificial examples and real-world benchmarks. We
showed that with the improved DSA, we can track taint flow more accurately while
still maintaining good scalability.

Future Work

In closing, we discuss future directions for each component of this thesis.
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6.2.1 “Cache” More

In Chapter 3, RUMM maintains only one cache slot for the most recently used (MRU)
object in each memory bank. This design is simple and efficient, but it relies on a heuris-
tic assumption about memory-access patterns: programs update one object at a time.
However, this assumption does not always hold. For example, consider the following C
program:

struct byte_buf ary[2];
ary[0].len 10;

ary[1].len = 20;

ary[0].cap = 15;

ary[1].cap = 25;
assert(ary[0].len <= ary[0].cap);
assert(ary[1].len <= ary[1].cap);

Here, the two objects are allocated at the same site and updated in an interleaved order.
With a single cache slot, our analysis repeatedly packs the current MRU object into the
summary and unpacks the newly accessed object, eventually losing invariants such as length
not exceeding capacity. In other words, the single-MRU design works well when one object
is under construction or update, but not when updates to multiple objects from the same
allocation site are interleaved.

A possible solution is to use k-object sensitivity, similar to the k-limiting approach
introduced by [61]. In this extension, each bank includes multiple cache slots organized as
a circular (ring) buffer to preserve access order. When all cache slots miss, the object at
the end of the buffer is flushed, that slot is updated, and the index advances to the next
position.

Supporting this extension would require changes to both the semantics and the abstract
domain. The semantics must account for multiple cache slots per bank, and the abstract
domain must maintain relationships between the summary object and the cached objects.
The reduction operators would also need to be adapted so that relational information can
be propagated soundly between cache slots and the summary.

The main trade-off is precision versus efficiency. Increasing k allows the analysis to
preserve invariants for more simultaneously active objects, which can improve precision
for the example listed above. However, each additional cache slot introduces more ghost
variables and more relational constraints, increasing the cost of transfer functions, joins,
reductions, and fixpoint computation.
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Algorithm 6.1 Inclusion test by local linear reconstruction

1: function LOGINCLUSION(m, 71)

2 for all / =ax — by < cinn do

3 proved = Magpy < C

4 if —proved A (¢1,¢3) = FINDCLOSESTEDGES(m, ax — by) then
5: proved = LINEARCOMBINE ({1, {5, ax — by) < ¢

6 if proved = FALSE then

7 return FALSE

8 return TRUE

6.2.2 Toward More Precise Template DBM Operations

We described the Template DBM domain and its operations in Chapter 4. However, this de-
sign still leaves several directions for improving precision, especially in its join and inclusion-
test operators.

Inclusion test. The current C*”BM operator is defined by directly reusing the underlying

DBM operation. This design keeps inclusion checking efficient, but it can be incomplete
with respect to the geometric meaning of the represented constraints. For example, consider
the following two abstract states:

si={1<z, y—x<0} sg={1 <z, y—2x <0}

Semantically, s; CPPM s, because 1 < x implies # < 2, and therefore y < x implies

y < 2x. DBM stores constraints syntactically, so it does not derive s; CPBM s, from
this relationship. Put differently, 2x is treated as a separate dimension, without explicit
knowledge of its relation to the dimension for x. Therefore, DBM inclusion fails to prove
this case; the result remains sound but incomplete.

A simple solution is to follow the strategy used in the TVPIl domain. As shown in
Algorithm 6.1, for each TVPI constraint ¢ in n, we first check whether m already contains
a constraint with the same difference and a tighter bound. If not, we try to reconstruct a
TVPI constraint by taking a linear combination of two TVPI constraints from m to derive
a new TVPI constraint for the same difference. If such a combination is found and its
bound is tighter, then entailment holds for /. Otherwise, the inclusion test returns FALSE.

Join. We chose to implement join by reusing the underlying DBM join, which is efficient
but still imprecise. We showed an example in Section 4.4. This could be improved by
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implementing convex-hull-inspired joins that better balance precision and operational cost.

6.2.3 Better DSA and DFA.

In Chapter 5, we presented data structure analysis and dataflow analysis; however, both
analyses still have limitations, and further improvements are possible.

Parameterized offset abstraction of DSA. We described an improved DSA with
interval offset abstraction. Although interval abstraction is effective in many cases, it can
still be too coarse. For example, suppose a pointer is computed as p = ¢+ (i X s) through
a symbolic offset 7. Intervals only approximate the range of 7. Suppose we compute the
offset range of p as [12,+o00]. We still do not know the exact offsets that this pointer
can reference; a naive interpretation is {12,13,14,...}. However, this pointer arithmetic
is usually used for array access, where elements have a fixed stride. Since s is constant,
the feasible offsets should follow {12,12 + 5,12+ 2 X s,...}. We can therefore refine the
offset abstraction beyond plain intervals. One option is to adopt the abstraction used in
DSABIN [9], where a constant-set abstract domain is applied. Another option is to use a
reduced product of an interval domain and a congruence domain [50]. In the above example,
we can maintain [12,+00] A 12 mod s to capture the access pattern more precisely. More
generally, offset abstraction is a key design choice that determines DSA precision, so it
is useful to formalize a parameterized offset-abstraction framework that supports multiple
offset abstractions.

DFA We used DFA for taint-flow tracking, which handles only explicit data flows. How-
ever, implicit flows [35] through control dependencies also matter. For example,

int cond = source();
int x = 0;
if (cond > 0) {

x =1;

5}

5 sink(x) ;

Here, even though x is not directly assigned from cond, its value is still controlled by
cond through control dependence. A standard solution is to introduce a program-counter
taint pc, which tracks whether the current program point is control-dependent on tainted
condition variables. That is, pc € {clean, tainted}. We then extend the propagation rule
as follows:

T=SLDYT\D U {IeD|S N T#OV pc = tainted}
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def

We define tainted(e,T') = (vs(e) NT # 0)7tainted : clean to compute the taint status
of expression e by checking whether any variable in vs(e) is tainted. We can then define
the semantics of the if-then-else statement as follows:

pc’ = pc Ur tainted(b, T') sl (p, b, (T, pc")) = (p1, ha, (11, 2))
[if(b) then s else s¢](p, h, (T pc)) = (p1, ha, (17, pc))

b = true

pc’ = pc Uy tainted(b, T) Isel(ps by (T pc")) = (pay ha, (T5,2))
[[If(b) then St else Sf]] (p7 h? (T* pC)) = (p27 h2’ (T27 pC))

b = false

This rule shows how a single transition in the concrete semantics can involve condition-
based taint propagation. If taint arises from variables used in condition b, then pc’ records
the taint status of the current control context. We then use pc’ to propagate taint to
variables in the branch body. The same idea can be extended to while statements.
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